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1. Circulation

General

2. Introduction

This summarises key Tier-1 Operating issues during 04Q4. Recent events beyond the end of 04Q4 are also documented (indicated as 05Q1). 

2.1 Hardware Status

· Disk Servers were deployed in October 2004 (documented in the last report). Reliability has so far been excellent, suggesting that the extended hardware stress tests have been successful. We will not know for sure until servers see an increased load. We are beginning to suspect that read performance of the  Infortrend RAID arrays may be lower than anticipated.  We expect to carry out further investigations during 05Q1 in anticipation of Service Challenge requirements.

· Hardware maintenance ends on the GRIDPP-1 year 1 equipment (purchased from Compusys) in April 2005 (26*1.6TB disk servers and 156 1.4GHz PIII systems). We have received quotations for maintenance of the CPU nodes (£9K) and the server systems (£6.5K), but not the disks and RAID arrays. We do not consider that either of these quotations offers good value compared to our existing plan to phase out 10% of the equipment as cold spare. Compusys did not offer extended maintenance on the RAID arrays and we are increasingly concerned that we may have difficulty maintaining the disk arrays ourselves in year 4. The power supplies are very sensitive to power failures and may well be unobtainable.  We may have to find a means to repair the power supplies, or accept losses in capacity in excess of our original plan.

· A review of failure rates shows that operation of the forty 600MHz dual PIII systems (a legacy from SLA) has ceased to be viable. These will be phased out during the upgrade to SL3 at the end of January.  We also have 57 Dual 1GHz PIII systems, which continue to offer some useful capacity and test-bed capability. 

· Fan Failures have been abnormally high on the Infortrend 6330 RAID units. Supplier and manufacturer agree that this is so and have provided additional locally hosted spares to address the situation. We need to keep this in mind as we move towards end of maintenance in about 15 months time.

· A number of core systems have begun to become unstable. We believe that we have a problem with failing capacitors on  a batch of EPOX motherboards on a number of mini-tower service systems such as the system consoles. This fault came to light after extensive debugging of the failed ganglia server. Tier-1 only has 5-6 such systems, after a shared purchase with ESC in 2002. We intend to seek replacement of all motherboards by the supplier. 

2.2 Utilisation and Grid Activity

Utilisation was generally rather low during the period. See the Q4 logbook for more details.

2.3 Scheduling

In the last quarters report, scheduling between the Tier-1 and Tier-A was identified as a problem area. Progress has been made:

· A common scheduler is now in place. This ensures that work run on the Tier-A counts against scheduling priorities on the Tier-1 and visa-versa .

· When SL3 is deployed shortly on the LCG service we hope to also deploy LCG worker node software on all workers, Tier-1 and Tier-A. It should then be possible to allow jobs to expand beyond the end of their existing partitions to use resources on the other service. It may well however not be possible to allow this flow in both directions and a decision may need to be made regarding priorities between Tier-1 and Tier-A. There are also several distributions of Scientific Linux (Fermi, CERN etc) and we may well wish to standardise on one or other to the detriment of the other part of the service.

·   This will allow LCG jobs (which are reasonably self contained) to expand into the Tier-A partition during quiet periods on the Tier-A. The converse will not be true as Tier-A jobs (such as Babar) expect a classical computing environment (such as personal userid rather than dynamic, a home file-system and so forth). An obstacle to such sharing will be any mismatch in operating system requirements, at present the two communities appear well aligned. 

2.4 LHC Demand For Non Grid remains

Some concern was expressed in the last “Operating Issues” report regarding LHC demand for non-Grid. 

· We expect CMS to use the LCG farm, but they will continue to need non-grid access into the DCACHE infrastructure.

· LHCB intend to only use Grid Infrastructure on the Tier-1

· We are not yet aware of Atlas plans

2.5 SRM Deployment

Access to both SRM disk and tape was reported to be a problem in the last Operating Issues report.

2.5.1 SRM access to disk


Substantial progress has been made in the deployment of a disk based SRM infrastructure. DCACHE has been through a number of configuration iterations during the period while we have learnt how best to set it up.  The Tier-1 now has a single SRM to disk which supports most of the VOs and is considered by Tier-1 staff to be offering a production level service. Early operating experience suggests s that DCACHE is rather stable, however further load testing and additional user load will no doubt bring further problems to light.  Work is ongoing (principally with CMS) to identify and fix issues WRT function and operation (of which there are several). Some advice/assistance has now been given to Edinburgh to assist the deployment of DCACHE for ScotGrid.

2.5.2 SRM access to tape

The availability of SRM interface to the ADS remains an area of concern. Originally scheduled for Christmas and based on the Storage groups SRM (the “SE”), scheduled availability was delayed until late January. The SRM to tape is critical for LHCB production in April, is also requested as needed “yesterday” by CMS. Discussions early in January indicated that although on-track for deployment in late January, the release could not be guaranteed to be production hardened. It was therefore agreed to consider DCACHE as a possible short term alternative and begin to assess the feasibility of writing a back end to DCACHE).  Late in January, following a further review of the risks associated with deployment of the SE, the Storage group recommended that we should carry out the work to back end DCACHE into the ADS. This work is underway and we anticipate that a basic implementation will be available for testing before the end of the month.

2.6 Operating Systems
· During the monthly security review in December, the team concluded that Redhat 7.2/7.3 could no longer be safely operated. The UB was notified that we intended to schedule the closedown of all Redhat 7.2/7.3 user services at the end of January. Early in January further kernel level security problems were announced, leaving the systems entirely open to local exploits to root.  The team examined the situation at the January security review, but concluded that with only 14 days to go to full termination we would continue to operate the service unless we saw incidents at other sites. This has not been a happy situation, but we have taken a risk in order to continue to operate user services.

· The LCG upgrade to SL3 is imminent.

2.7 Service Terminations
We are working to reduce infrastructure overheads:

· Babar Sun service is still active. This is scheduled for termination at the end of January (as agreed at the last Tier-1 board).  Equipment value has now almost certainly been substantially reduced (from last summer), disposal remains blocked on work by Babar at Manchester.

· Termination of the last Compaq (Tru64) disk server was scheduled to occur before Christmas. This hosts a number of very small “legacy” file-systems. Unfortunately problems have been encountered mounting such a large number of file-systems under Linux. Kernel level/SCSI driver problems have been encountered which we have been unable to resolve with Linux kernel developers. Furthermore we have been unable to obtain further maintenance on the controller and the hardware is therefore at risk.  We are working to identify alternative solutions.

2.8 Scheduled Air-conditioning Maintenance

The annual scheduled air-conditioning maintenance took place at the end of November. The bulk of the Tier-1/A was switched off at 09:00 Monday 29 November 09:00. LCG Services resumed on Thursday 2 December, Tier-A service began on Friday following resolution of disk server faults. Routine maintenance was carried out on the existing “old” air-conditioning system and 450KW of additional capacity was installed (funded by CCLRC). The scheduled outage was used as an opportunity to carry out Firware upgrades on the RAID arrays (unsuccessful – see Q4 report) and install a new network infrastructure (successful – see Q4 report). Other minor system upgrades were also carried out.

2.9  Partial disruption to service after Power Failure

About 8am on Sunday 7th November a complete rack of equipment on the Tier-1 dropped power. This impacted batch workers and a number of front ends and mover boxes. This was attributed to a “brown out” in supply following disruption in the National power grid, possibly caused by a swan flying into power lines in the area.

2.10 Unscheduled Power Failure

The Tier-1/A service was scheduled to run “at-risk” over the Christmas Holiday period (25th December-3 January). There was a partial site-wide (RAL) power cut at 22:15 on 27th which dropped power to the A5-Lower machine room (where the newest equipment is based). Power was also lost to the cooling system and most unfortunately, to the automation, thermal monitoring, system consoles and site network.  Unfortunately power remained on in A1-upper and partially in A5-upper. 

Operations staff attended promptly and in turn called out RAS who was Tier-1 first emergency contact for the 27th. RAS was on-site 00:30 on the 28th. RAS decided to shut down (crash) the remaining systems and make the service safe. He concluded that we would not be able to re-establish service until sufficient staff attended after New Year. On the 28th Tim Folkes attended and re-established the ADS service. On 30th M. Bly restarted a number of core systems such as mail and the helpdesk and also the AFS service. We concluded it was pointless to restart further LCG systems as there were global problems within LCG. Service resumed late in the week commencing 3rd January (different components appearing at different times). The main difficulties were problems on the disk service taking considerable effort to fix.

We believe that both National and RAL power distribution is somewhat less reliable than it was a few years ago (we had no power cuts for over 8 years). Planning needs to take place to identify areas of weakness in our power distribution and mitigation strategies to maintain service or effect cleaner shutdown and start-up than we are able to perform at present. Instability in power distribution will adversely impact our ability to meet LCG service level requirements. 

2.11 Security Incidents

There were no security incidents during the period (other than the one reported in the Q3 report). However there appears to be little evidence that much has changed externally that might reduce the risk of further incidents and this therefore remains an area of concern.

2.12 Service Challenges

· We expect to take part in Service Challenge 2 (Disk to Disk) March (or possibly April). A necessary prerequisite to finalise dates for end to end connectivity via UKLIGHT. Final decisions have to made regarding hardware deployment for these tests, but ideally we would like to put in place the most recent production equipment we have available. The UB have been supportive in principle but have not yet approved a specific proposal for capacity.

· We expect to take part in Service Challenge 3 in July. Disk at CERN to MSS at the Tier-1. Work is underway to understand ADS performance capability (see Logbook).  It is possible that Service Challenge 3 may have a considerable impact on routine ADS operation.

· Feedback from the Service Challenge meeting at RAL suggests that workload on staff from the service challenges will increase throughout 2005. Fulltime effort of 1 FTE is predicted by CERN staff.  Increasing clashes in demand for resources may also be seen.  Service Challenges appear to have an impact on the T1 similar to a large active experiment. Consideration will need to be given to redeploy the experiment support staff to help meet the needs of LCG service challenges.

2.13 Recruitment

· Recruitment paperwork for the two experiment support staff is with HR. Advertisements should be imminent.

· Papers for a further 2 system admin staff are nearly complete at the time of writing and should be finished before the Tier1 board.
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