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1. Circulation

Circulation: General

Response to Oversight Committee

2. Introduction

This document seeks to address concern expressed by the GRIDPP OC committee that:

“The Committee was not confident that the procurement of cheaper commodity components [by the Tier-1], followed by protracted testing, ultimately delivered value for money.  It requested a cost/benefit analysis of faster procurement models.  “

The oversight committee has requested that the Tier-1 review its procurement process in order to speed up time to deployment. The comments are not relevant to the tape service which is a shared CCL:RC service managed and operated to different funding and procurement constraints. The remainder of this document addresses disk and CPU procurement.

3. Typical Procurement Process

Recent Tier-1 procurement has been via limited tender through via the Government Procurement Catalogue. GCAT (now CATALYST) is a purchasing Framework compliant with EU regulation that provides a pre-qualified list of IT suppliers. This allows tenders to be carried out much faster than would usually be the case if tenders were carried out through EU journal. A limited number of suppliers can be rapidly be selected  (typically 3-5) and periods as short as 3 weeks (shorter is possible but not desirable) can be given for companies to respond.

For both the 2003 and 2004 procurements the CCLRC has procured hardware by GCAT. A procurement consists of several phases:

· Agreeing a tender document and initiating the tender (4-8 weeks)

· Length of time allowed for companies to respond to tender (2-4 weeks)

· Time to evaluate responses and place order (2-4 weeks)

· Time to deliver (6-12 weeks)

· Installation by supplier and acceptance (2-4 weeks)

· Installation of Tier-1 O/S, system configuration and tuning (2-4 weeks)

· Tier-1 load test and shakedown (6-12 weeks)

Typically CPU deployment tends to be in the faster range and disk deployment in the slower, reflecting more complex problems associated with the hardware (both building and commissioning)

From tender start to production, a deployment may be as little as 20 weeks or as much as 40 weeks (24-48 weeks if tender specification is included) in the most pessimistic case. This compares very favourably when compared with procurements carried out at other sites (such as CERN) or at UK universities. The process described is not considered ideal by the team who believe more time needs to be given to tender response and evaluation in order to subsequently minimise downstream surprises,  ensuring equipment offered is both suitable and reliable.

The main problem with tender via GCAT (or any other procurement framework that relies on competitive tender to even a pre-selected number of companies) is the detailed work that has to be put into a number of areas:

· A watertight tender document that will get us the hardware we require at reasonable cost. This has to be specifiable without reference to hardware brands, via a set of objective measures and constraints. Suppliers may misunderstand the document and offer a non compliant solution – or worse the specification may not be able to be satisfied at reasonable cost (if at all). 

· Evaluation in our process is very fast, but is only paper based and consequently subject to risk. A better (but lengthier process) is to evaluate the hardware offered before final selection. This is the Tier-1 teams favoured process (similar to CERN) and should ideally be used in future tenders of this kind. Evaluation becomes much slower in a full EU tender as the number of companies increase.

· The process potentially leads to a hardware solution/supplier we have no prior experience of. Following installation and acceptance, staff have to gain familiarity with the hardware, integrate into our exception monitoring and so forth. Device driver issues may come to light – not easily fixed, etc etc.

· The equipment then needs to be burn tested to shake out faults. Experience has shown this to be operationally superior to a faster approach. Even with substantially more expensive equipment we would still wish to carry out considerable load test – not just cheap manufacturers have hardware problems with their equipment.

Most of this time is not spent stress testing/fixing faulty hardware, but is spent because we have no direct dialogue with the supplier, and consequently have to deal with unexpected issues relating to hardware we might not have chosen in an ideal world. It makes little difference who the supplier might be – contingency is needed to deal with unexpected problems with unknown equipment.

4.  Supplier and Hardware selection

As will be seen from the above and from the Appendix, a certain degree of paranoia is evident as the team work hard to deploy the cheapest hardware consistent with reliable operation of the service. Reliability is a requirement of the experiments using the facility and necessary also to meet agreed service levels in the LCG MoU. Reliability is also important in order to ensure staff satisfaction and retention. Few good staff will tolerate many months of “firefighting” badly faulty hardware with no likelihood of respite without considering alternative employment possibilities.

The OC has questioned if the testing and deployment stage could be speeded up by [buying better hardware] or by buying standardised hardware. To some extent – the two go hand in hand as Tier-1 suppliers endeavour to engineer to a higher standard – or will not deploy inappropriate hardware [for example SATA storage is not commonly available]. The question can be narrowed down:

· It is not relevant to tape media/drives (where we already buy from a single enterprise class supplier) and in the case of media, often have carried out a buy on demand strategy.

· We have had few problems so far with CPU deployment and do not perceive that our deployment process would change significantly if we choose a different manufacturers hardware. In general, specialist Beowulf “white box” suppliers have quite considerable experience building and deploying CPU clusters and usually deployment is relatively trouble free (although the CCLRC E-Science centre has had one recent case of difficulty). Indeed it is often the “added value” features of a Tier-1 supplier (out of band management, supplier tailored firmware etc) that can cause difficulty. Certainly the GRIDPP Tier-1 has had some very bad experience some time in the past deploying batch worker nodes from one Tier-1 supplier. 

· For disk servers it is clear that there is scope to improve manageability, hardware reliability and deployment time. A regular source of discussion within the team for several years. This is discussed further below.

A number of key areas impact disk server reliability:

· Drive reliability (currently 2-3% failure PA for PATA/SATA drives) can lead to data loss (even under RAID hardware) as redundant parity information may not be readable during the rebuild phase if any other drive generates an error. It may be improved by:

·  Selecting SCSI/Fibre over SATA (probably)

· Purchasing from a supplier who carries out pre-qualification or obtains drives from a higher quality stream than reach white-box distribution. We have found no way to reasonably discriminate between drive manufacturers.

· Selecting drives described as suitable for enterprise class environments or carrying longer warranty or reduced single bit error rate. 

· Deploy RAID 6 and maintain additional spare parity information over and above what is provided by RAID 5.

· RAID array/controller reliability is a key area of difficulty for us. It is usually caused by unexpected interaction between one manufacturer’s disk drive firmware and the RAID array manufacturers firmware. It may be improved by:

· Purchasing enterprise class rather than commodity controllers backed by companies investing heavily in software development/quality control. 

· Purchasing drive/controller combinations fully certified as compatible. If not – at least buy combinations known to have been operated successfully within the community or by the supplier.

· Purchasing controllers that have been available for a long period

·  Host/Linux interaction with disk array subsystem. There are often unexpected interactions between host bus adapter and RAID array – leading to unexpected timeouts/device offline. It may be improved by

· Purchasing end to end solutions from a single company

·  Purchasing from companies with proven substantial Linux support and certification programs.

As can be seen, the area is complex, but two key changes might be expected to improve reliability and consequently speed up deployment:

· Purchase SCSI disks from a quality channel rather than SATA. Often drive failure is the precipitating factor that shows up problems with other parts of the hardware. Typically even commodity RAID controllers work very well when no drives fail. During competitive EU tender in 2002 these solutions were twice the price of PATA solutions. 

· Purchase end to end solutions from a single manufacturer where interoperation of the key components should already have been heavily tested in the engineering process. Unfortunately here again solutions tend to be expensive when bid into competitive tender. A typical solution would be to deploy a Fibre Channel Storage Area network and buy RAID arrays on demand from a single manufacturer. Recent pricing comparisons by the LCG/HEPiX storage group suggest that costs would likely be double those for a commodity “storage in a box” solution.

Overall, changing the hardware selection policy would be a lottery, relying on which company eventually won the competitive tender. Even the best hardware suppliers can ship extremely problematic hardware. Therefore upping the hardware specification in the tenders is not a recommended way forward. The better solution is described below – form a relationship with a supplier able to offer a broad range of solutions and continually evolve a test in preparation for potential capacity purchasing requests.

5. Alternative Strategies

Moving from GCAT to other EU compliant competitive frameworks such as the SRIF 3 purchasing framework being operated by Heriot-Watt would be unlikely to speed up procurement and may even delay it. These simply replace one competitive tender process by another similar process.

Only by being able to work closely with a long established and trusted supplier would considerable improvements be made in deployment time. In this case, solutions could be tested and developed with the supplier as part of a continuous development process. Suitable O/S builds would be completed and test integrations into our infrastructure carried out on an ongoing basis.  To obtain these benefits we would require a competitive tender for a single supplier working from “discounted list” or “open book” pricing. Additional suppliers would once again introduce specification and evaluation complications and also uncertainty in expected solution.

The Tier-1 has been in discussion with the CCLRC frameworks officer to explore possible procurement solutions of this kind. However it seems likely that insufficient time would be available to put such a solution in place for FY06. Considering the effort involved, a framework agreement would need to be placed for 3 years – ie FY07-FY09.

It will be extremely challenging to obtain prices as competitive as existing prices from competitive tender. Probably more likely for CPU (where we have less deployment problems) and less so for disk – where many solutions offered by Tier-1 suppliers in competitive tender may be as much as 100% more expensive. 

In order to ensure competitive pricing it would be extremely desirable to give firm financial commitments over the three years of the framework. Suppliers are less likely to make significant effort to discount without good expectation of the volumes expected. This would almost certainly require a firm financial commitment from PPARC at least for the overall size of the commitment over the life of the framework. Suppliers may also wish to know the profile – although this defeats the point of seeking additional flexibility.

For large purchases, deployment time from receipt of requirement might be reduced to as little as little as 16 weeks with considerably less risk of downstream problems.

6. Risks

There are a number of risks associated with the strategy described above:

· Prices may be uncompetitive and considerable effort will be wasted.

· Prices may initially be competitive during benchmarking but subsequently be found to be uncompetitive.

· Suppliers may become locked into undesirable technical solutions

· Supplier may prove to be technically inadequate and unable to provide us with the innovative solutions we need.

· Supplier may be found to provide inadequate maintenance/support

7. SHORT TERM Response

7.1 2005 Purchase

In order to reduce the risk of deployment problems leading to delays, the hardware specification for disk servers was tightened somewhat:

· Only enterprise class SATA drives were accepted

· Drives were required to be listed as supported drives on the RAID manufacturers web site

· A matching set of drives / RAID controller was obtained for pre-installation development/testing.

The combination of the first two constraints may have had the unexpected side effect of raising the storage cost by 10-15% as the best tendered solution used 400GB rather than 500GB drives.

7.2 2006 Purchase

Changes described above are likely to require setting up a framework purchasing agreement via EU tender and are potentially very slow to implement. In order to try and speed up purchasing for FY06, we have ensured that the most recent closed tender (January) provided firm prices for equipment to be delivered up to September 2006. This may well substantially speed up the FY06 purchasing – although not necessarily at the most competitive price. 

8. Way Forward

· GRIDPP/CCLRC needs to explore with PPARC the possibility of obtaining firm financial commitments for FY07-FY09 that would allow CCLRC to commence a tender to enter into contractual agreement with a single company.

· The Tier-1 and CCLRC procurement/Framework Officer will continue to explore potential purchasing frameworks.

· An EU compliant tender for the framework would need to be carried out in 2006. This would be a substantial undertaking, for both the Tier-1 manager and framework officer –  possibly 0.5 FTE of effort by the Tier-1 team/CCLRC for tender, evaluation/price benchmarking.

· GRIDPP must decide what level of price increase it is prepared to tolerate in order to obtain a speed up in its procurement process.

9. Conclusions

There are some considerable benefit in entering into a framework purchasing agreement for both disk and CPU.  The benefits are as much to do with reduction in uncertainty/risk and reduced labour of expert system staff as they are to do with speeding up the deployment process.

The process would almost certainly be lengthy and need financial commitment from PPARC before commencement of a tender. It is not easy to assess how competitive prices would be, this would depend on what companies would be in a position to win the tender and what level of financial commitment we could make. The project would need to reach a view on what level of price increase above competitive tender it would be prepared to tolerate in order to gain the benefits of a framework agreement.

APPENDIX

Further details of the procurement and deployment process are provided below:

10. Procurement PHASES

Although there are a range of different procurement options that will be described below, all to a greater or lesser extent can be viewed as a number of discreet phases described below.

10.1 Specification

During specification we decide what our actual requirement is and describe this in writing usually by a formal tender document.  Typical issues that need to be addressed:

· Capacity and performance requirements. How much disk/CPU, what performance is required and how best to measure it. A discussion needs to be carried out with interest groups such as project management and user community to assess requirements.

· Range of acceptable technical solutions, ensuring compatibility with existing solutions or to avoid wasted time (by suppliers and evaluation team) on solutions that are not technically acceptable. A typical challenge would be how best to constrain the kind of disk drive in order to ensure adequate reliability. How best to constrain the hardware to ensure compatibility with the Linux O/S and ongoing easy maintenance.  The obvious solution of specifying acceptable failure rates or compatibility rarely is found to work well. We are often better informed than hardware integrators, having: long experience of operating similar equipment, a wide range of potential contacts and more time to research options and potential problems. 

· Possible solutions may be tested/evaluated, although this is more commonly carried out outside the tender process as an ongoing part of the teams work.

· Physical constraints. A recent example, being recent changes to machine room policy WRT rack earthing and electrical installation required tighter constraints in the tender document. A dialogue also needs to be carried with machine room operations to agree rack locations, socket types and electrical engineering work, cooling adjustments and so forth needed. 

· Installation/Acceptance and maintenance requirements.  Prior experience of recent tenders and the subsequent operation of hardware often leads to the need to adjust tender specifications in order to avoid pitfalls experienced previously.

· Contractual obligations (compliance with EU regulation or government/CCLRC policy). A recent example, being the need to remove all reference to clock speed/branded hardware. Typically a dialogue is opened with procurement section in order to understand how best to ensure compliance with policy/law.

· Research potential manufacturers/suppliers. Usually before tender documents are ready for issue there will already have been considerable discussion (and research) with hardware manufacturers/suppliers/other sites and the internet.  A formal “request for information” may be issued in order to assess type of solution or obtain ballpark costs.

Hand in hand with specification is the construction of the evaluation criteria that will be used. CCLRC require that best value for money be obtained, not necessarily the lowest cost compliant solution.

Typically a tender document consists of many mandatory, desirable and optional requirements together with guidance text that leads the supplier towards the kind of solutions required while avoiding unnecessary/unfair constraints.

This stage ends once a formal tender document (and matching set of evaluation criteria) is completed and financial signoff obtained. 

10.2 Invitation to Tender

Once a formal tender document is completed and financial “signoff” obtained, procurement section will issue an invitation to tender. Depending on the type of tender process chosen, this period can be short (a few weeks) to many months. The tender may be open to all (for example an EU OJEC notice, limited to a pre-qualified list, either pre-qualified by an external agency (like GCAT – now called CATYLIST) or via the EU tender process. For tenders below about £140K (in any year) a limited CCLRC tender may be carried out to a few companies only.

During this stage it is typical that a number of meetings and correspondence takes place with suppliers as they try to understand the exact requirement and optimise their bid. Corrections to the tender documents may be issued where necessary (for example where no possible solutions exist or where unnecessary constraints have been set.

This stage ends on the published closing date of the tender.  

10.3 Evaluation

When the tender has closed a formal procedure is carried out within procurement to open the tenders and ensure relevant information is signed off and recorded. Once procurement are satisfied that tender responses are valid and acceptable (contractually) then tender responses are passed to the evaluation team.

The evaluation team (the most experienced systems staff) carry out a detailed examination of the tenders. The team seeks to ensure that:

· Responses are compliant with the tender specification. 

· Capacity/performance are consistently measured and assessed

· Other parts of the supplier capability (such as technical ability, maintainance track record) are objectively assessed and taken into account.

The challenge for the team is to identify both accidental errors and deliberate vagueness in responses and ensure that what is being offered meets our requirement. This is a painstaking and labour intensive process. Many discrepancies will probably be discovered, these may lead to suppliers being eliminated for non-compliance, or detailed written clarification/assurance be obtained where information provided is inadequate. 

It is usual for responses to include a number of possible solutions and even with only a few suppliers, the range of combinations can be quite large. If the number of responses is large, then almost certainly evaluation will be a multi-stage process, initially ensuring compliance and subsequently looking in ever increasing detail at a reducing number of possible solutions.

Evaluation may also include site visits, inspection of hardware or benchmarking – these call all be time consuming activities but can prove to be invaluable, particularly to:

· Identify performance issues

· Ensure hardware is compatible with O/S requirements

· Obtain insight into technical competence of supplier

Once the team has completed evaluation, it will usually need to iterate capacity requirements with the user community and may need to ask the supplier to recomputed the configuration based on already provided prices.

It is not uncommon if the process exceeds more than a few weeks for product offerings to begin to “unravel” as for example suppliers withdraw hardware or change its specification. 

Once a preferred solution has been made known to procurement (and an evaluation document completed), procurement will check they are satisfied that the evaluation is fair.  It may well be necessary to obtain further financial signoff if the purchase price exceeds existing authorised levels.

This stage ends once procurement place an order with the preferred supplier. Once an order is placed the expected spend may well be able to be passed as a financial encumberment across financial years, ensuring that the spend falls within the FY that the order was placed. The VAT however will fall in the FY that the bill is paid.

10.4 Delivery

During the delivery phase, chosen supplier may well iterate remaining technical details such as rack configuration or machine room installation with CCLRC. Supplier builds and tests (we hope) the equipment. Supplier delivers the equipment to CCLRC.

It is not unknown for difficulties with the specification to emerge at this stage. For example, disk drives may be withdrawn by the manufacturer. It is usual in such circumstances to reach agreement of alternative solutions consistent with what was originally tendered.

Most “Tier-2” suppliers tend to quote delivery times of 45-60 days (6-8 weeks). Delivery times for Tier-1 companies have varied – although some have been very short indeed. However experience shows that on occasion most companies may exceed their scheduled delivery date, financial penalties may reduce the incidence of late deliveries but not necessarily eliminate it as often both the supplier chain and even the delivery chain may be outside the suppliers control.

CCLRC will usually need to complete electrical work (such as installing power to the rack installation points) and possibly mechanical work (such as floor strengthening). Electrical work in particular can have substantial lead time to complete – 6 weeks is commonly quoted at present. The alternative is to pre-install power “on-spec” but there are hazards to guessing requirements in advance of close of tender.

The stage ends once CCLRC sign that the organisation has received the goods. Usually (for large configurations) this is completed on the day the goods arrive in the ATLAS centre machine room. 

10.5 Installation and Acceptance

Once delivery has completed, suppliers, complete their installation, power up the equipment and carry out their own configuration tests. They will almost certainly have some equipment failures to resolve. Once the hardware is ready they will carry out any agreed acceptance tests with CCLRC. 

This process usually takes between 1 and 4 weeks depending on what complications (if any) crop up. CCLRC staff usually take no “hands on” part in this activity other than to agree that the acceptance tests have been run and passed. 

The stage ends once the equipment has been accepted by CCLRC. The bill can now be paid. 

10.6 Configuration, Stress Testing and Deployment

Several tasks need to be completed before it is sensible to allow user work or data onto the new systems. This is particularly so for storage systems, where freedom to manoeuvre can be substantially curtailed once critical data becomes resident on unreliable hardware or hardware that needs to be cleanly rebuilt. It is also the time at which the suppliers interest in the hardware is maximal, best technical engineers may be available and handover has not yet (usually) been carried out to the suppliers default support infrastructure. Failure to carry out this process properly may at a minimum lead to an unreliable service, but particularly with disk servers may lead to data loss or corruption or extended periods of scheduled down time while faults are rectified. 

The “production” operating system needs to be installed and any glitches resolved. This can be an entirely smooth and stress free task or can be an area of considerable problem. Potential problems have for example been difficulties with the Tier-1 installer not supporting the exact network card provided, O/S stability problems or performance issues when the systems are fully patched. At this stage it is common for inconsistencies in the delivered product to be detected (for example systems with the wrong disks) not all hardware at the same firmware level and so forth. 

Once our production O/S is installed, experience shows that at least 2 weeks of “burn in” needs to be carried out for CPU systems and up to 4 weeks for disk systems. This policy was fully implemented for the 2004 hardware delivery.  Few problems were experienced with the CPUs, but many problems materialised for the disk service. These appeared complex and were inter-related, but eventually were traced to:

· Drive failures (early failures are common on all ATA/SATA drives from volume distribution channels).

·  SATA connector problems causing many soft I/O timeouts on some drives.

· Riser card failures (not all hard) 

If these faults had not been identified at the stress testing phase they would almost certainly have lead to incidents of data loss as filesystem corruptions were one common symptom.

Once stress testing is completed then full deployment to the users must be carried out. This is a rapid process for the CPU nodes (12 hours or less) but can take longer for disk arrays when many file-systems are involved (120 on the last delivery).
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