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1. INTRODUCTION 

1.1. PURPOSE 

The purpose of this document is to describe the procedures of the Grid Security Vulnerability Group 

for handling specific issues, and describe the interfaces with other parties and groups, both within 

EGEE and externally. 

A similar document was written in EGEE-II [R1], and the process and disclosure policy was formally 

approved by the EGEE-II PEB. This document is a new version of this, which refers to the EGEE-III 

organisational interfaces as opposed to the EGEE-II ones, and aims at being a little less verbose, so 

that it is easier to refer to by those involved with the process to follow the process. For example, in this 

document we do not describe the background and history of this activity.  

There are some minor changes and additions to the procedure, which are highlighted. The starting 

point for this document is the final EGEE-II version (version 1.7). 

1.2. DOCUMENT ORGANISATION 

Section 2 briefly describes the reasons we need a process, and contains a summary of the process. 

Section 3 describes the process in more detail. Section 4 describes 2 metrics for measuring the success 

of the issue handling. Section 5 provides further information on the risk assessment strategy. Section 6 

provides some more information on advisories and disclosure. Section 7 contains templates for 

documents and e-mails which are part of the procedure. 

1.3. APPLICATION AREA 

This document is applicable to anyone who has contact with the vulnerability process. 

1.4. REFERENCES 

Table 1: Table of references 

  

R 1  The Grid Security Vulnerability Group –  EGEE-II Process and risk assessments for specific 

issues 

https://edms.cern.ch/document/810841/  

R 1 The GSVG Web page is at  http://www.gridpp.ac.uk/gsvg/  

1.5. DOCUMENT AMENDMENT PROCEDURE 

As this is an update of the EGEE-II document, and the process was formally approved, it does not 

require formal approval (except perhaps for the matrices described in section 4.)  

Within the document, changes/additions from the EGEE-II document are noted, and any further 

changes in the future will be formally recorded. 

The procedures documented in the EGEE “Document Management Procedure” will be followed:  

http://project-EGEE-III-na1-qa.web.cern.ch/project-EGEE-III-NA1-QA/EGEE-

III/Procedures/DocManagmtProcedure/DocMngmt.htm. 

1.6. TERMINOLOGY 

https://edms.cern.ch/document/810841/
http://www.gridpp.ac.uk/gsvg/
http://project-egee-iii-na1-qa.web.cern.ch/project-EGEE-III-NA1-QA/EGEE-III/Procedures/DocManagmtProcedure/DocMngmt.htm
http://project-egee-iii-na1-qa.web.cern.ch/project-EGEE-III-NA1-QA/EGEE-III/Procedures/DocManagmtProcedure/DocMngmt.htm
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This subsection provides the definitions of terms, acronyms, and abbreviations required to properly 

interpret this document.  A complete project glossary is provided in the EGEE glossary 

http://glossary.eu-egee.com/index.php?id=368. 

 

Definitions 

  

  

  

 

Glossary 

  

DoS Denial of Service 

EMT The EGEE Engineering Management Team (JRA1) 

GSVG The EGEE Grid Security Vulnerability Group 

JRA1 The EGEE middleware re-engineering activity 

LCG LHC Computing Grid 

LHC  Large Hadron Collider 

OSCT Operational Security Co-ordination Team (EGEE-III) 

PEB (EGEE) Project Executive Board 

RAT Risk Assessment Team 

SA3 The EGEE Integration, Testing and Certification activity 

SCG The EGEE-III Security Co-ordination Group 

TD Target Date for resolution 

TMB EGEE-III Technical Management Board 

  

 

http://glossary.eu-egee.com/index.php?id=368
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2. PROCESS SUMMARY 

2.1. WHY WE NEED A PROCESS 

It has been agreed that vulnerabilities in the software and deployment should be handled and 

eliminated where possible. However, simply entering a bug describing a vulnerability in a publicly 

readable system is obviously not a good idea, as it provides information that may be useful to hackers. 

Also, priority needs to be given to the most serious problems, so some sort of assessment is also 

needed. 

Hence a process is needed to document and resolve bugs in a timely manner, exchanging information 

with those involved in resolving issues, but hiding it from potential hackers.  

The main purpose of the process is to eliminate vulnerabilities before they become incidents, i.e. to 

prevent incidents.  

2.2. PROCESS SUMMARY 

This description should be adequate for handling most cases.  

2.2.1. Main Roles 

The reporter reports an issue (can be anyone)  

Risk assessments and investigations are carried out by the Risk Assessment Team (RAT) 

The process is run by the „Core‟ Group. 

The resolution of issues is carried out by the JRA1 developers, EMT, and SA3. 

The OSCT is informed when operational action is considered necessary, warned of Extremely Critical 

issues, and receives copies of advisories when they are issued. 

2.2.2. GSVG duty rota 

One Core group member should be on duty on working days.  

2.2.3. Submission of issue 

Issues may be submitted either by  

 Entering the issue in the GSVG Savannah at https://savannah.cern.ch/projects/grid-vul or 

 Sending an e-mail to the grid vulnerability e-mail reporting list project-egee2-grid-

vulnerability-report@cern.ch 

2.2.4. After submission of issue 

The duty core member:- 

 Enters the issue into the GSVG Savannah, if it has been submitted by any other means 

 Acknowledges the reporter with a standard mail 

 Sends an e-mail to the RAT mailing list “RAT Alert – Issue #<number> was submitted 

concerning <title of problem> - please take a look”   Include in the e-mail the URL of the 

issue.  

2.2.5. Risk Assessment 

 The RAT investigates the issue, checks facts with the appropriate developers and reporter (if 

appropriate) and may consult with them and anyone else they consider necessary.   

https://savannah.cern.ch/projects/grid-vul
mailto:project-egee2-grid-vulnerability-report@cern.ch
mailto:project-egee2-grid-vulnerability-report@cern.ch
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 The RAT also establishes the type of issue which may be a SW bug (most cases), an 

Operational issue, an issue related to the design/missing functionality, or a more general 

concern.  

 An agreed Risk category is established, this may be Extremely Critical, High, Moderate or 

Low. (This is optional for purely operational issues.)  At least 3 RAT members should provide 

an opinion on the risk for each issue. 

 An advisory should be started and completed as far as possible 

2.2.6. Issue handled by core group (all issue types) 

 Issue updated in Savannah as appropriate 

 If the issue is found to be not true or invalid, the core member closes the issue and informs the 

reporter of this finding.  No further action needs to be taken 

 If the issue is considered Extremely Critical, the EMT and JRA1 should be informed 

immediately. At present the people who should be informed are John White (bug manager), 

Francesco Giacomini (JRA1 chair), Andreas Unterkircher(SA3) and Oliver Keeble (SA3). The 

OSCT should also be informed as soon as an Extremely Critical issue is identified as this 

constitutes a „heads up‟  

 If the issue is Extremely Critical, a preliminary advisory should be completed and sent to 

OSCT. This should contain all currently available information and be accompanied by an 

explanation of why the Risk is considered Extremely Critical.  

2.2.7. Issue handled by core group (S/W bugs) 

The majority of issues result from software bugs. 

 The Target Date (TD) should be set to the fixed value for that particular risk. 

 A mirror bug should be entered in the JRA1 Savannah. This should refer to the GSVG 

savannah bug, but not contain any details. The Target Date should be added as a comment. 

(The TD should not be in the original submission as that cannot be changed, and we need to 

allow for the possibility of changing the TD.)  The mirror bug should not use the word 

„vulnerability‟ as it is very easy to search for this.  

 Standard mail sent to reporter, advising of the TD. 

  The issue is allocated to John White, who may then allocate the issue to an appropriate 

developer.  

 E-mail sent to John White (bug manager),  Andreas Unterkircher (SA3), Francesco Giacomini 

(JRA1 chair) and Oliver Keeble (SA3) to alert them that a Vulnerability mirror bug has been 

issued, and the date by which it should be resolved. This includes the URL at which the 

advisory will appear 

 A simple 1 line text file, with the title advisory-<savannah-no>.txt should be uploaded to the 

advisories area - containing the text     

Placeholder file for <savannah no> - advisory not yet released  

 Complete advisory as far as possible 

 Issue is then resolved by the appropriate developers 

 

2.2.8. Issue handled by core group (Operational issues) 
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 Advisory written and agreed with appropriate RAT members 

 Advisory forwarded to the OSCT mailing list  - with cc to EMT/same persons as S/W bugs. 

 Issue may be closed 

 

2.2.9. Issues arising from Missing functionality or Design problems 

 

 Initially handle as a bug, including the submission of a JRA1 mirror bug 

 Inform the EGEE TMB and SCG of the problem and the Risk 

 Where appropriate, RAT members should participate in discussions and make suggestions for 

the mitigation of the issue. 

 

2.2.10. Issues which are general concerns 

These should be handled in a way that is similar to Missing functionality and design problems. In this 

type of case it is likely that the problem does not require a software fix but it might be a matter of 

discussing what to do. A Risk Assessment is not essential. 

 Inform the EGEE TMB and SCG of the problem and Risk if considered appropriate 

 Participate in any discussions on what should be done. (The decision may be to do nothing.)  

 

2.2.11. When patch is issued (S/W bugs and missing functionality or design problems 
if new S/W is released) 

The advisory should be uploaded to the web page and copied to the OSCT 

The original reporter should be notified and receive copy of the advisory 

Mirror bug should be closed as fixed. 

Vulnerability bug should be closed as fixed. 

 

2.2.12. On reaching the Target Date 

If patch is not available, in most cases the advisory will be uploaded to the web page.  

There are some exceptions – before doing this see detailed process in section 3.1 

 

Note that not all cases are as straight forward as this – more details on handling some cases (such as 

3
rd

 party software frequently used and installed by EGEE and related projects) may need to be handled 

in slightly different ways. See section 3 

 

 

 



 

THE GRID SECURITY VULNERABILITY 

GROUP 
Process and Risk Assessments for Specific issues 

Doc. Identifier: 

EGEE-III-SA1.4-TEC-977396-

GSVG-process-v1_1 

Date: 25/11/2009  

 

 

EGEE-III INFSO-RI-222667 © Members of EGEE-III collaboration PUBLIC  10 / 33 

 

 

3. PROCESS – DETAILS 

3.1. PROCESS – WITH MORE DETAILS 

This section repeats 2.2 but with some added details and explanations – especially on how to handle 

certain less straight forward situations and cases. 

3.1.1. Main Roles in the issue handling process 

Anyone may report an issue, the person reporting an issue is known as the reporter. 

Risk assessments are carried out by the Risk Assessment Team (RAT). After an issue is reported the 

RAT investigates an issue and carries out a Risk Assessment.  

Passing on of information, managing, and running the process is carried out mainly by the Core group. 

The resolution of issues is handled by JRA1 developers, the EMT and SA3.   

The OSCT is informed when operational action is considered necessary, warned of Extremely Critical 

issues, and receives copies of advisories when they are issued. 

 

3.1.2. GSVG duty rota 

One Core group member should be on duty on working days.  

It is the Core group‟s duty to make sure issues are handled in a timely manner. 

3.1.3. Submission of issue 

Issues may be submitted either by  

 Entering the issue in the GSVG Savannah at https://savannah.cern.ch/projects/grid-vul or 

 Sending an e-mail to the grid vulnerability e-mail reporting list project-egee2-grid-

vulnerability-report@cern.ch 

Note that issues may concern a problem with EGEE Middleware, 3
rd

 party software installed as part of 

the EGEE or LCG system, deployment or configuration problems, or issues arising from the 

architecture or missing functionality. 

3.1.4. After submission of issue 

The duty core member:- 

 Enters the issue into the Savannah, if it has been submitted by any other means 

 Acknowledges the reporter with standard mail 

 Sends an e-mail to the RAT mailing list “RAT Alert – Issue #<number> was submitted 

concerning <title of problem> - please take a look”   Include in the e-mail the URL of the 

issue.  

3.1.5. Risk Assessment 

 The RAT investigates the issue, checks facts with the appropriate developers and reporter (if 

appropriate) and may consult with them and anyone else they consider necessary.   

https://savannah.cern.ch/projects/grid-vul
mailto:project-egee2-grid-vulnerability-report@cern.ch
mailto:project-egee2-grid-vulnerability-report@cern.ch
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 The RAT also establishes the type of issue which may be a SW bug (most cases), an 

Operational issue, an issue related to the design/missing functionality, or a more general 

concern.  

 An agreed Risk category is established, this may be Extremely Critical, High, Moderate or 

Low. (This is optional for purely operational issues.)  At least 3 RAT members should provide 

an opinion on the risk for each issue. 

 An advisory should be started and completed as far as possible 

 

3.1.6. Issue handled by core group (all issue types) 

 Issue updated in Savannah as appropriate 

 If issue is found to be not true or invalid, core member closes the issue and informs the 

reporter of this finding.  No further action needs to be taken 

 If the issue is considered Extremely Critical, the EMT and JRA1 should be informed 

immediately. At present the people who should be informed are John White (bug manager), 

Francesco Giacomini (JRA1 chair) , Andreas Unterkircher(SA3) and Oliver Keeble (SA3). 

The OSCT should also be informed as soon as an Extremely Critical issue is identified as this 

constitutes a „heads up‟  

 If the issue is Extremely Critical, a preliminary advisory should be completed and sent to 

OSCT. This should contain all currently available information and be accompanied by an 

explanation of why the Risk is considered Extremely Critical.  

 

3.1.7. Issue handled by core group (S/W bugs) 

This should be the case for most types of issue, as the majority of issues result from software bugs. 

These include a problem with EGEE middleware, 3
rd

 party software included as part of the 

EGEE/LCG installation, the configuration (including YAIM), or documentation. 

 Target Date (TD) set to the fixed value for that particular risk. 

 A mirror bug should be entered in the JRA1 Savannah. This should refer to the GSVG 

savannah bug, but not contain any details. The Target Date should be added as a comment. 

(The TD should not be in the original submission as that cannot be changed, and we need to 

allow for the possibility of changing the TD.) Note that if the issue applies to more than 1 

piece of middleware a JRA1 mirror bug should be entered for each piece of middleware. The 

mirror bug should not use the word „vulnerability‟ as it is very easy to search for this. 

 Standard mail sent to reporter, advising of the TD. 

 E-mail sent to John White (bug manager),  Andreas Unterkircher (SA3), Francesco Giacomini 

(JRA1 chair) and Oliver Keeble (SA3) to alert them that a Vulnerability mirror bug has been 

issued, and the date by which it should be resolved. This includes the URL at which the 

advisory will appear 

 A simple 1 line text file, with the title advisory-<savannah-no>.txt should be uploaded to the 

advisories area - containing the text     

Placeholder file for <savannah no> - advisory not yet released  

 Complete advisory as far as possible 

 Issue is then resolved by the appropriate developers 
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 The issue is allocated to John White, who may then allocate the issue to an appropriate 

developer. (Developers may be added to the Grid Vulnerability Savannah project – core 

members have admin access to the project.) 

 

3.1.8. Issue handled by core group (Operational issues) 

 Advisory written and agreed with appropriate RAT members 

 Advisory forwarded to the OSCT mailing list  

 Issue may be closed, as there is nothing more GSVG can do. 

Issues which need operational action are forwarded to the OSCT mailing list and not made fully public 

because the information may be useful to hackers. For example, if the advisory were to suggest 

changing the file permissions of a directory to prevent it being world readable, this could be useful to 

hackers as it provides information that allows the hacker to exploit the problem.  

3.1.9. Issues arising from Missing functionality or Design problems 

 Initially handle as a bug, including carrying out a risk assessment and  submission of a JRA1 

mirror bug 

 Inform the EGEE TMB and SCG of the problem and the Risk 

 Where appropriate, RAT members should participate in discussions and make suggestions for 

the mitigation of the issue. 

This type of issue cannot be resolved as a simple bug as it may require a major code re-write, major 

changes in more than 1 piece of software, or major new code to be designed or written. These are the 

types of issue that require much more work than is reasonable to demand on a short timescale, 

therefore instead of setting a target date, the EGEE TMB is informed so that co-ordinated action can 

take place which is appropriate to the level of risk. 

Some issues are clearly on the borderline between being a S/W bug and one of these. If an issue 

concerns only one piece of middleware it may be appropriate to treat as a S/W bug, and if it cannot be 

solved as a bug then re-classify later.  If in doubt, treat as a software bug, the problem can be escalated 

later if it is not feasible to fix as a bug.  

An advisory may be issued if considered appropriate when the Target Date is reached, even if it cannot 

be resolved. This may be to OSCT, or an open advisory depending on discretion of the team. 

 

3.1.10. Issues which are general concerns 

These should be handled in a way that is similar to Missing functionality and design problems. In this 

type of case it is likely that the problem does not require a software fix but it might be a matter of 

discussing what to do. A Risk Assessment is not essential. 

 Inform the EGEE TMB and SCG of the problem and Risk if considered appropriate 

 Participate in any discussions on what should be done. (The decision may be to do nothing.)  

 An advisory may be issued if considered appropriate, probably to OSCT.  

 

3.1.11. When patch is issued (S/W bugs and missing functionality or design problems 
if new S/W is released) 
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The advisory can be made public  

 should be uploaded to the web page 

 should be e-mailed to the OSCT 

The original reporter should be notified and receive a copy of the advisory. 

Mirror bug should be closed as fixed. 

Vulnerability bug should be closed as fixed. 

 

3.1.12. On reaching the Target Date 

If patch is not available, in most cases the advisory will be uploaded to the web page.  

There are some exceptions to this, particularly where issues concern 3
rd

 party software where there 

may be legal implications related to the 3
rd

 party concerned. 

Basically, if the issue concerns 3
rd

 party software and the 3
rd

 party has already publicly announced the 

problem then we can repeat the information in the advisory. Otherwise, we can only make information 

public if the 3
rd

 party agrees.  

For more information see the sections on 3
rd

 party software, 3.1.13 and 3.1.14 

Another case where uploading the advisory to the public web page may be inappropriate is if a 

software patch is not available, but instructions on how to mitigate or remove a problem are available 

which reveals information which is useful to hackers. In this case it may be better to issue an OSCT 

advisory. 

3.1.13. 3rd party software – when released as part of gLite. 

This includes some clarification for EGEE-III 

If third party software is released as part of gLite it is handled as if it is gLite software. The only 

exceptions are that it may be necessary to interact with the suppliers of that software to investigate the 

issue (if they have not fixed it already) and we cannot disclose information about the issue unless 

either the 3
rd

 party has already disclosed it, the issue is fixed, or permission is sought from the 3
rd

 

party. 

The most common scenario is that a 3
rd

 party announces a patch to the software to fix a vulnerability, 

and it needs incorporating in the version distributed as part of gLite so it is treated as a gLite bug. 

If the Target Date is reached  and there is no resolution, and we are unable to release an advisory then 

SCG and the TMB should be contacted. 

3.1.14. 3rd Party Grid Software – which is not part of gLite.  

This includes some clarification for EGEE-III 

This is where 3
rd

 party software, which is Grid specific, is deployed within EGEE but is not distributed 

as part of gLite.  This includes VO specific software. 

In this case, issues should be handled as within gLite except instead of submitting a mirror bug in the 

JRA1 Savannah GSVG should contact the developers directly.  

We cannot disclose information about the issue unless either the 3
rd

 party has already disclosed it, the 

issue is fixed, or permission is sought from the 3
rd

 party. 

If the Target Date is reached, and there is no resolution, and we are unable to release an advisory then 

SCG and the TMB should be contacted. 
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3.1.15. Software which has not yet been certified 

This includes some clarification for EGEE-III 

If an issue concerns gLite software which has not been certified, bugs found may be entered in the 

GSVG Savannah, risk assessments are optional and target dates do not need to be set.  

The issue should be resolved before the software is released as „certified‟. If it is not, GSVG may 

publicly release an advisory informing of the problem. As usual, the advisory should not provide 

information to allow the issue to be exploited. 

3.1.16. Extra notes on Extremely Critical Issues 

If an issue is classified as “Extremely Critical” the EMT is to be informed immediately. This may be 

before the advisory is written, or any decision has been made concerning what to do about that 

particular issue or any recommendation. This allows the development/preparation for the issue of a 

patch if it is possible. 

As soon as possible (at least the same day) an advisory should be sent to OSCT containing the 

information available. It should be made clear why the risk is „Extremely Critical‟, without stating 

how the exploit may be carried out.  This will not include any recommendations. A letter template is 

included which will accompany the advisory.  OSCT do not want information unless it is in the format 

of an advisory, even if this advisory is incomplete. 

The GSVG and EMT will discuss whether a quick patch can be made. A further advisory needs to be 

issued within 2 working days, which may include a patch or may include a recommendation to stop 

certain middleware.   

What OSCT and sites do until a patch is issued is up to them. If they choose to turn off their sites prior 

to the issue of a patch it is up to them.   

3.1.17. Closing issues 

Issues may be closed when:-- 

They are found to be invalid. 

If they are bugs, after they have been fixed and the patch released along with the advisory. 

If they are operational issues, after the OSCT has been advised of the problem. 

The affected software is no longer deployed. This should be accompanied by a note to this affect to 

EMT and OSCT. 

If the issue is due to missing functionality, after appropriate software has been developed or a decision 

to do nothing about it has been recorded. In this case, issues may remain open for a long time. 

If they are documentation issues, after the documentation has been updated. 

If they are more general concerns, e.g. after the RAT is satisfied they have been adequately addressed. 

In this case issues may remain open for a long time, which should not be seen as a failure of the 

system. 

Note that the GSVG cannot force sites to deploy the latest software, or take notice of any 

recommendations or information we provide to OSCT.  

 

3.1.18. Cases that don’t quite fit and other situations 

This includes some clarification for EGEE-III 

Sometimes cases are found which are not quite fit the process, and discretion is needed.  
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The most important point is to remember the principle that information should not be disclosed 

publicly that is useful to hackers, and problems need to be resolved in a timely manner according to 

risk.  

An issue may be considered „high‟ risk, but an operational change may reduce it to „Moderate‟, yet a 

software bug still needs to be fixed. In this case it is sensible to set the risk as „high‟, but if it cannot be 

resolved by the Target Date for „High‟ risk, it may be appropriate to send an OSCT advisory to 

suggest taking operational action and re-setting as „Moderate‟ risk. 

Some types of issues may require a decision outside the GSVG, e.g. it might be a matter of what the 

policy is on publishing some types of information. Hence we may need to ask other groups within 

EGEE, and the result of this consultation may or may not result in a bug.  

We cannot anticipate all types of issue, and it is up to the core group to use their discretion concerning 

how to handle types of issues we have not anticipated. 

 

3.1.19. Monthly update 

A monthly reminder should be provided to the EMT. 

This should state which issues are both past the Target Date but not resolved, and are less than 3 

months from the Target Date. 

 

3.2. SAVANNAH PROJECT AND INFORMATION ACCESS 

Information on vulnerability issues are held in the Grid Vulnerability Savannah project.  It is stored in 

the form of „bugs‟. These bugs are marked as „private‟, so that only members of the Grid Vulnerability 

Savannah can read them.  Membership of the Savannah project is restricted to Core members, the 

RAT, EMT and SA3 members, and those including developers who need to fix issues.  

 

3.3. WHAT GSVG DOES NOT DO 

3.3.1. GSVG does not handle incidents 

Incident handling is carried out using the OSCT incident handling procedure, see 

http://lcg.web.cern.ch/LCG/activities/security/oper-security.html 

 

3.3.2. GSVG does not handle Vulnerabilities in Operating Systems and non-Grid 
specific 3rd party software  

Vulnerabilities in operating systems and 3
rd

 party software which are not Grid specific should be 

reported to and handled by the distributor of the appropriate operating systems. If we do happen to 

receive a vulnerability report concerning an operating system we will forward it to the appropriate 

people, and copy to OSCT. 

The purpose of GSVG is to handle vulnerabilities concerning Grid Middleware and deployment, 

which is not handled by general software vulnerabilities handling procedures carried out by other 

organisations. 

3.3.3. GSVG does not fix Vulnerabilities 

http://lcg.web.cern.ch/LCG/activities/security/oper-security.html
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Although in reality sometimes members of GSVG are involved in fixing problems.  

 

3.4. E-MAIL ADDRESSES AND CONTACTS 

(updated for EGEE-III) 

 

Reporting list: project-egee2-grid-vulnerability-report@cern.ch 

(alias grid-vulnerability-report@cern.ch ) 

 

RAT members: project-egee2-gsvg-rat@cern.ch 

This list also includes all core group members, and may be used for contacting the RAT or Core. 

(alias gsvg-rat@cern.ch ) 

 

GSVG general list: project-egee2-gsvg@cern.ch 

(alias gsvg@cern.ch)  

This is the GSVG list with wider membership – not for discussing specific issues that have not been 

disclosed to the public. 

 

EMT 

JRA1 representative – Francesco Giacomini francesco.giacomini@cern.ch 

                                       

SA3 representatives – Oliver Keeble: Oliver.keeble@cern.ch, 

                                    Andreas Unterkircher andreas.unterkircher@cern.ch 

 

The Glite Bug manager, John White:  john.white@cern.ch 

 

OSCT List: project-egee-osct@cern.ch 

 

OSCT chair: Romain.Wartel@cern.ch 

 

TMB List: project-eu-egee-tmb@cern.ch  

(e-mail may need to be sent via TMB member) 

 

SCG list:  project-eu-egee2-security-coordination@cern.ch 

(e-mail may need to be sent via SCG member) 

 

GSVG web page: http://www.gridpp.ac.uk/gsvg/ 

 

 

mailto:project-egee2-grid-vulnerability-report@cern.ch
mailto:grid-vulnerability-report@cern.ch
mailto:project-egee2-gsvg-rat@cern.ch
mailto:gsvg-rat@cern.ch
mailto:project-egee2-gsvg@cern.ch
mailto:gsvg@cern.ch
mailto:francesco.giacomini@cern.ch
mailto:Oliver.keeble@cern.ch
mailto:andreas.unterkircher@cern.ch
mailto:john.white@cern.ch
mailto:project-egee-osct@cern.ch
mailto:Romain.Wartel@cern.ch
mailto:project-eu-egee-tmb@cern.ch
mailto:project-eu-egee2-security-coordination@cern.ch
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4. VULNERABILITY HANDLING METRICS 

This is new for EGEE-III, we define metrics to measure the issue handling process and resolution. 

(This was originally requested by GridPP for quarterly reporting) 

This is revised on 25
th
 November 2009. 

4.1. GSVG ISSUE HANDLING 

GSVG Handling of Security Vulnerabilities reported or disclosed in this quarter. WD = Working 

Days. NWD = Number of Working Days. 

 

4.1.1. Metric 1 – Timeliness of GSVG  initial issue handling 

 

Initial handling:--  

 within 4 WD – score 5 

 If greater than 4 Working Days Score =  20 /NWD 

 If done within 2 working days – bonus point (which was the original aim.) 

 

In reality, provided an issue is handled within 2 weeks it is probably fine unless it is high risk.  Hence 

within 10 working days is probably adequate – so marginal failure if not done in 2 weeks probably 

about right.  

 

4.1.2. Metric 2 – Disclosure  

 

Disclosure:--  

 

For issues disclosed in previous quarter: 

 Within 2 WD of TD or software release – scores 5   

  If more than 2 WD Score = 20 / (NWD +2 ) 

 Bonus point if same working day. 

Therefore fails if more than 8 working days late (which makes sense as advisory should have been 

written in parallel to developers producing patch/awaiting TD).  

 

(addition 25
th
 November 2009 – to reflect if no action taken) 

 

For issues which have past the TD during the quarter or software release but no action has been taken 

when sums are calculated: 

    Score 0. 
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4.2. TIMELINESS OF ISSUE RESOLUTION 

4.2.1. Metric 3 – Issues resolved 

 

 

Issue resolved by the Target Date Scores 5. 

Need to weight problem according to TD.  

TR = Time to Resolve. 

 If resolved by TD Score 5 

 If not, score  5 * TD/TR 

 Bonus point if less than 2/3 Target time  

E.g. for moderate issues, bonus point if solved in 2 months rather than 3.  

Fails if moderate issue not fixed in 7.5 months.  

 

Not ideal as if we have a quarter where lots of old issues get resolved (late) we get a low score. 

Yet if only 1 issue is solved in a timely manner we get a high score. 

 

4.2.2.  Metric 4 - Issues past TD but not resolved 

Addition 25
th
 Nov 2009.  

This is more difficult – as there are many reasons that issues are open – including some long-term ones 

which are due to design/more general concerns.   

However, need some measure of this. 

 

Could try: 

 

If issue open and not resolved, but operational solution advised of and OSCT satisfied. 

Score in similar way to issue resolved. 

 

Others 5*TD/TimeSinceReported. 

 

(This still leaves ones which are not bug fixes) 

4.3. CALCULATING MATRICES 

Matrices calculated manually at present. 

 

5. MORE ON RISK ASSESSMENTS AND CATEGORIES  
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This is mostly copied from [R1] 

5.1. RISK CATEGORIES 

5.1.1. Extremely Critical 

5.1.1.1. Examples 

 Trivial compromise of a core grid component. 

 Remotely exploitable issue that can lead to system compromise 

 Trivial Root access with or without Credentials 

 Trivial Grid Wide DoS with no Credentials 

 Trivial use of the Grid to launch an attack on other systems with no Credentials 

 Issue that has been exploited and caused a major security incident (primarily handled by 

incident response) 

5.1.1.2. Actions 

Set Target date = 2 days. 

This will be handled by a special process where GSVG alerts the OSCT and EMT immediately.  

The EMT may issue a Quick patch, in isolation with no other release, tested at the front of the queue 

We expect the handling of this type of issue to be unrelated to release process.  

The patch (even if this is simply turning the service off) should be available a.s.a.p. but in any case 

within 2 working days 

All patches must be tested, however urgent a fix is. 

 

Many think 2 days is only enough to turn off the sites, nothing else. 

However, it may be possible to make a patch which e.g. changes the configuration, test it by the SA3 

certification process at the front of the queue in this sort of time. 

5.1.1.3. Expectation of occurrences  

Very rare if ever 

5.1.2. High risk 

5.1.2.1. Examples 

 Remote exploit against middleware service  

 Identity theft or impersonation 

 Exploit against MW component that gives elevated access  

 Grid-wide DoS 

 Information leakage which is illegal or embarrassing (suggested at GridPP meeting) 

5.1.2.2. Actions 

Set Target Date = 3 weeks  

5.1.2.3. Expectation 

Small number of such cases 

5.1.3. Moderate risk 
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5.1.3.1. Examples 

 Confidential issues in user information 

 Most DoS  

 Potentially serious, but hard to exploit problem. 

Â E.g. hard to exploit buffer overflow 

Â E.g. Race conditions that are hard to exploit 

 Problems that may cause major disruption to a service, but are not considered particularly 

likely 

 Problems where an authorized user could cause disruption, but are easily traceable 

5.1.3.2. Actions 

Set Target Date = 3 months  

5.1.3.3. Expectation 

These and low risk will be the case for most issues 

5.1.4. Low risk 

5.1.4.1. Examples 

 Small system information leak 

 Issues where there is a security related problem, but we can‟t find how to exploit it 

 Issues which require a combination of unlikely circumstances to exploit 

 Issue where impact on service is minimal 

5.1.4.2. Actions 

Set Target Date = 6 months  

5.1.4.3. Expectation 

These and moderate risk will be the case for most issues. 

5.2. FURTHER NOTES ON RISK ASSESSMENT STRATEGEY 

5.2.1. Ownership 

For each issue, it is important that someone takes ownership. During the Risk Assessment process, this 

the core member on duty at the time the issue was discovered, or a RAT member to whom this 

responsibility is delegated. After the Risk Assessment process is complete, the RAT job is done, and 

ownership belongs to the appropriate developer or the EMT. 

5.2.2. Table for guidance 

Here is a table for guidance for what may constitute which risk. 

It is not „set in concrete‟, discretion may be used.  

This table should normally be considered a maximum risk, if there are mitigating circumstances (such 

as the issue is hard to exploit or can only be exploited in exceptional circumstances) then the risk may 

be lowered.   

 

 No credentials Authenticated Authorized 

Root Access EC EC EC 
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(trivial) 

Root Access 

(More difficult) 

EC High High 

User Access High Moderate  Moderate 

Grid-wide 

disruption 

EC High High 

Service/data 

disruption 

High High Moderate 

Service/data 

access 

Moderate Moderate Moderate 

Identity theft High High High 

Spoofing at 

 service level 

Moderate Moderate Moderate 

 

Note that we distinguish between identity theft (even if temporary, such as stealing a proxy) and 

spoofing that can only occur within a particular service.  The latter is less serious as once identified the 

user can easily repudiate it. 

Note that User access means unauthorized user access to a node on the grid. 

Access to confidential data may be more serious for certain applications. Some storage facilities 

currently in use are unsuitable for certain sensitive applications but this is well known. 

It is emphasised that the table is a guide only, those carrying out Risk Assessments should lower the 

risk if they think something is unlikely, non-trivial to exploit (e.g. requires a specially crafted job), or 

if it can only be exploited in non-default or limited circumstances.  

5.2.3. Alternative considerations 

In some cases for Risk Assessment, people consider the „Impact‟ and the „Likelihood‟, and for each of 

these score 1, 2, or 3 and then multiply the 2 together to give a score between 1 and 9.   The impact is 

rather like what we consider above to be the effect. The Likelihood replaces considerations we make 

such as who can exploit, how easy it is, and what circumstances the issue can be exploited.  This can 

be done as a simple check. If an issue has been set as high risk, yet you consider the impact to be quite 

small and not very likely, then probably the Risk is no more than Moderate. 

5.2.4. Red Hat  

Red Hat has good vulnerability classification. This cannot be directly applied to the Grid environment. 

However, Red Hat does categorize into 4 similar categories to ourselves, and their documentation may 

be useful as additional guidelines, particularly for cases where Grid Credentials are not involved. 

http://www.redhat.com/security/updates/classification/  

5.2.5. Notes 

If the combination of 2 low risk issues could produce problem, this should be entered as a higher risk 

issue.  

If anyone thinks an issue is highly critical – all available RAT members should look at it 

Other than that, the RAT should vote. 

E.g. If 3 look initially, and 2 say moderate, 1 low – set as moderate 

http://www.redhat.com/security/updates/classification/
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The Risk classification may change, e.g. it may rise if information is available publicly or issue has 

been exploited, Fall if more information comes to light, e.g. part of the code not aware of mitigates 

problem 

The formula for setting TD is not for the RAT to decide unilaterally, RAT has proposed this and the 

EMT/SA1 has accepted this proposal as reasonable.  

5.2.6. Voting strategy 

At least 3 RAT members should look at each issue. 

In most cases, RAT members will probably agree on the Risk. There are some cases where they will 

not.   

In this case the following strategy will be employed:-- 

The duty Core will act as a chairperson.  

After the issue has been investigated and sufficient discussion has taken place the duty Core will invite 

all available RAT members to vote.  

If the vote is hung the duty core will cast the deciding vote.   

 

 

6. ADVISORIES AND DISCLOSURE 

(This is again mostly copied from [R1]) 

6.1.1. Basic strategy 

A few sentences of basic information for the Advisory on each issue are written when the risk 

assessment is carried out, or shortly after, usually by the core member handling this issue, consulting 

other RAT members (if necessary) and appropriate developers. The advisory is made available 

publicly by the target date (or earlier if a fix is available). 

It is recommended that the advisory text should include who may exploit an issue (e.g. authenticated 

user, no credentials), and who is affected, whether a user, the site on which the software is deployed, a 

VO, the Grid Infrastructure or another 3
rd

 party.  

When an advisory is released it should, where possible, suggest what to do  

 Solution – if a patch refer to appropriate release notes 

 Patch/work around – which may reduce the service functionality 

 In worst case – advice to stop a service 

Advisories will not describe how to exploit issue. 

Advisories will normally be uploaded to the GSVG website and referred to by the release notes. 

 

Authors must take care when writing advisories. Less than friendly third parties may look at our web 

page. Advisories need to be very carefully written and checked, use carefully chosen words and as far 

as possible standard terms for describing vulnerabilities.  

6.1.2. Details of contents 

A suggested skeleton of the advisory is included amongst the templates.  

6.1.2.1. Topic 

This should be a concise title which includes the name of the software the issue applies to 
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6.1.2.2. Date  

Date of issue of the advisory 

6.1.2.3. ID  

The Savannah vulnerability number. 

6.1.2.4. Background 

A sentence or two describing the appropriate software  

6.1.2.5. Vulnerability details 

This should be a description of the problem, but should not explain exactly how the issue may be 

exploited. This should emphasis the attacker's perspective. The primary information from this section 

should be the impact of the problem, with some details explaining what is causing it. 

This should include the effect of the exploit, who may be able to exploit the problem, and indicate the 

likelihood. It should also state who is at risk, e.g. a VO, a User, the site on which the software is 

deployed, the Grid Infrastructure or another third party. 

 

Example with the  Linux vulnerability (CVE-2006-5218); 

"Integer overflow in the systrace_preprepl function (STRIOCREPLACE) in systrace in OpenBSD 3.9 

and NetBSD 3 allows local users to cause a denial  

of service (crash), gain privileges, or read arbitrary kernel memory via large numeric arguments to the 

systrace ioctl." 

 

In the case of an Extremely Critical issue, the advisory should clearly explain why the issue is 

Extremely Critical. A statement such as  

“anyone who has the ability to submit a grid job to your cluster could exploit this weakness and gain 

root access to your WNs” 

Is the sort of clear explanation that indicates the reason why the risk is so high and effect without 

explaining how to carry out the exploit. 

6.1.2.6. Grid Security Group response 

This should include the recommendation that sites upgrade. It should also state whether we consider 

the risk to be Extremely Critical, High, Moderate, or Low. In the case of an Extremely Critical issue, it 

should be explained why the issue is considered Extremely Critical. 

6.1.2.7. Component and Installation information 

This should refer to the release notes produced by the integration team, and include the appropriate 

Link 

6.1.2.8. Release 

Release number 

6.1.2.9. Precautionary measures or checks 

This may include some measures that may be taken to mitigate the problem, or to check that the issue 

has not been exploited. It is up to sites whether or not they carry out such checks. 

This is probably most relevant to issues where a patch is not available (yet) or to primarily operational 

matters 
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6.1.2.10.  Other information 

Anything the author feels relevant or useful 

6.1.2.11. Credit 

This credits the person who reported the issue, provided that person asks to be credited. 

6.1.2.12. Timeline 

This is the timeline from when the issue was first reported, to when the advisory is released. The 

template suggests what is to be included, other lines may be added if appropriate. 

6.1.2.13. References 

If applicable 

 

6.2. MORE ON DISCLOSURE 

 

The reasons for this responsible public disclosure include that it increases confidence in the process, so 

people are more likely to use it rather than immediately discuss issues on a public mailing list. This is 

what is being done since management approval of the EGEE-II process.  

Information distribution is in the form of an advisory.  
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7. TEMPLATES 

 

7.1. LETTERS TO REPORTER 

7.1.1. Immediately after reporting 

 

Dear <name>, 

 

Thank you for reporting this issue    Or 

Thank you for bringing this issue to our attention Or  

Thank you for entering the Grid Vulnerability Savannah issue <issue number> 

 

We confirm that we take note of this information and it will be passed to our Risk Assessment Team 

(RAT) for investigation.  The RAT may contact you for further details.  

Please let us know if you wish your name to appear on the advisory to be credited as the reporter of 

the problem should an advisory be issued. 

 

Our vulnerability handling process is as follows:- 

We investigate the issue, and carry out a risk assessment. We aim to do this within 2 working days. 

If a problem is confirmed, a target date is set, according to risk. 

We inform you of our findings. 

We pass this over to the JRA1 and the Engineering Management Team, who arrange for its resolution 

or mitigating action.   

An advisory should be issued on or before the Target date. 

 

Further details can be found at  

http://www.gridpp.ac.uk/gsvg/ 

 

Regards, 

The - Grid Security Vulnerability Group 

7.1.2. After Risk Assessment 

 

Dear <name>, 

 

Re- Vulnerability issue concerning xxx  
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The Grid Security Vulnerability Risk Assessment Team has considered this issue and an advisory will 

be released no later than <put target date here>.      You should receive a copy of the advisory. 

 

Or  

The Grid Security Vulnerability Risk Assessment Team has considered this issue and <appropriate 

other findings and action or not> 

 

Regards, 

The Grid Security Vulnerability Group 

 

7.1.3. When Advisory is issued 

 

Dear <name>, 

 

Re- Vulnerability issue concerning xxx which you reported on <date> 

 

Thank you again for reporting this issue. 

 

A patch has been released to resolve this issue or 

 

This issue has reached its target date 

 

The Grid Security Vulnerability Risk Assessment Team has released an advisory on this issue, it is 

available at:-- 

 

http://www.gridpp.ac.uk/gsvg/advisories/advisory-<issue-no>.txt 

 

The advisory is also attached. 

 

Regards, 

The Grid Security Vulnerability Group 

 

 

7.2. INFORMING EMT/JRA1/SA3 

Send to  

John White ( John.White@cern.ch ) 

Oliver Keeble (oliver.keeble@cern.ch) 

Francesco Giacomini ( francesco.giacomini@cern.ch) 

http://www.gridpp.ac.uk/gsvg/advisories/advisory-%3cissue-no%3e.txt
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Andreas Unterkircher (andreas.unterkircher@cern.ch) 

 

7.2.1. Informing EMT/JRA1/SA3 of result of Risk Assessment 

 

Result of Risk Assessment for Vulnerability Issue bug #<number> 

 

Dear John, Andreas, Francesco, and Oliver, 

 

Vulnerability issue bug #<vuln number> has been assessed as '<Risk>' Risk.  

Hence a target date has been set to <x> months from now, as <target date>. 

Please ensure that appropriate action has been taken by this time. 

JRA1 mirror bug #<jra1 bug> has been submitted.  

 

Please ensure that the release notes include the url of the advisory, which is 

http://www.gridpp.ac.uk/gsvg/advisories/advisory-<number>.txt 

 

Thanks. 

<name> 

 

7.2.2. Monthly Reminder of Issues close to Target Date 

 

Issues past or near target date - <date> 

 

Dear John, Andreas, Francesco,  and Oliver, 

 

Here is a summary of issues past or near TD on <date>. 

 

Past Target Date: 

----------------- 

 

Issue <gsvg savannah no> (mirror <mirror no>) <title> 

 

Target date in next 3 months: 

----------------- 

 

Issue <gsvg savannah no> (mirror <mirror no>) <title> Target Date = <target date> 

 

<any other appropriate info> 

 

Regards, 
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<Name> 

 

7.2.3. Informing EMT/JRA1/SA3 of Extremely Critical issue 

 

Once an issue has been assessed as „Extremely Critical‟ the following should be sent to 

EMT/JRA1/SA3  

 

Result of Risk Assessment for Vulnerability issue bug #<number> - Extremely Critical  

 

Dear John, Andreas, Francesco,  and Oliver,  

 

This is to inform you that vulnerability issue bug#<number> has been assessed as Extremely Critical. 

 

The Grid Security Vulnerability Group. 

 

7.3. INFORMING OSCT  

7.3.1. Issue that is primarily an operational issue 

 

 

To be sent to project-egee-osct@cern.ch 

 Cc Francesco Giacomini, John White, Oliver Keeble, Andreas Unterkircher  

 

Dear OSCT, 

 

Vulnerability issue savannah bug #<number> is an operational issue, an advisory is attached. You may 

wish to consider what action you recommend. 

 

<brief description as appropriate for particular issue> 

 

Regards 

 

The Grid Security Vulnerability Group. 

 

7.3.2. Forwarding OSCT advisories being disclosed 

To be sent to project-egee-osct@cern.ch  

To be sent to project-egee-osct@cern.ch 

mailto:project-egee-osct@cern.ch
mailto:project-egee-osct@cern.ch
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Dear OSCT, 

 

An advisory has been released for vulnerability issue savannah bug #<number> and is being  

 

copied to you.  

 

<brief reason for releasing advisory as appropriate for particular issue - e.g. patch as been  

 

produced> 

 

The advisories are also placed on the GSVG webpage at http://www.gridpp.ac.uk/gsvg/advisories/ 

 

The GSVG web page is at:-- 

 

http://www.gridpp.ac.uk/gsvg/ 

 

Regards, 

 

<Name> 

 

 

 

 

 

 

 

7.3.3. Issue which is not being publicly disclosed but OSCT informed for some reason 

 

(Consider carefully before carrying this out – not for routine situations.) 

To be sent to project-egee-osct@cern.ch 

cc  Francesco Giacomini, John White, Oliver Keeble, Andreas Unterkircher  

 

 

 

Dear OSCT, 

 

mailto:project-egee-osct@cern.ch
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Vulnerability issue savannah bug #<number> is not at present being publicly disclosed, but we are 

informing you of the problem for <give reason – e.g. can‟t produce patch – but recommend 

operational action >. An advisory is attached. You may wish to consider what action you recommend. 

 

<brief description as appropriate for particular issue> 

 

Regards 

 

The Grid Security Vulnerability Group. 

 

 

 

7.3.4. Informing OSCT of Extremely Critical issue 

 

After an issue has been assessed as „Extremely Critical‟ the following should be sent to OSCT, i.e. the 

project-egee-osct@cern.ch , with a partially completed advisory. Note that it should not be sent until 

the advisory is partially completed with at least a description of the problem and why we consider it 

Extremely Critical.   

 

Result of Risk Assessment for Vulnerability issue bug #<number>  - Extremely Critical  

 

Dear OSCT,  

 

This is to inform you that vulnerability issue bug #<number> has been assessed as Extremely Critical. 

At this stage we are making no recommendation as to whether or not you should take action. 

We will provide further information as soon as possible or in any case within 2 working days. 

 

Attached is a partially completed advisory. 

 

The Grid Security Vulnerability Group. 

 

mailto:project-egee-osct@cern.ch
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7.4. ADVISORY TEMPLATE 

 

 

                           Grid Security Vulnerability Group - Advisory 

 

-- Topic:          <Concise title of problem> 

-- Date:           2009-??-?? 

-- ID:            Grid Vulnerability Savannah bug #<number> 

 

-- Background 

 

<Brief description of affected software or situation> 

 

-- Vulnerability Details 

 

<paragraph or so describing problem – but without enough details to allow it to be exploited> 

 

-- Grid Security Vulnerability Group Response 

 

The Grid Security Vulnerability Group considers this issue to be '<risk>' risk, and 

recommends that all sites upgrade the relevant components. <If High - a.s.a.p, if EC, urgently.> 

 

<Any other points to make> 

 

 

-- Affected software and components 

 

<List of the affected software and components>  

 

 

-- Component and Installation information for gLite 3.1 

 

Installation instructions for gLite 3.1 are available at:  

 

http://glite.org/glite/packages/R3.1/updates.asp  

 

-- gLite 3.1 release number 
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<glite 3.1 release number found from "release" field in the patch>  

 

 

-- Component and Installation information for gLite 3.2 

 

Installation instructions for gLite 3.2 are available at:  

 

http://glite.org/glite/packages/R3.2/updates.asp  

 

 

-- gLite 3.2 release number  

 

<glite 3.1 release number found from "release" field in the patch>  

 

 

-- Installation information provided by 3rd party 

 

<Brief information about the vendor-provided fixes in the case of the third-party software bugs> 

 

 

 

<delete/modify/add installation information as appropriate> 

 

 

-- Precautionary measures or checks 

 

Particularly for when patch not available 

 

-- Other information 

 

Anything else.  (Might be that this is heads up – release on way.) 

 

-- Credit 

This vulnerability was initially reported by <name1> WE NEED TO ASK HIM/HER BEFORE 

PUTTING HIS/HER NAME 

 

 

-- Disclosure Timeline 
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Yyyy-mm-dd 

 

2009-??-?? Vulnerability reported by <name1> WE NEED TO ASK HIM/HER BEFORE PUTTING 

HIS/HER NAME 

2009-??-?? Initial assessment by the Grid Security Vulnerability Group 

2009-??-?? Updated gLite packages available 

2009-??-?? Public disclosure 

 

-- References 

 If applicable 

=========================================================================
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