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Introduction

The ongoing successful deployment, operation and support of an efficient distributed Grid across the UK will be essential for UK exploitation of LHC physics. The first few years of LHC data taking are going to be a crucial time. The combined understanding of the optimum way to meet the computing requirements of the experiments is certain to evolve during this time as both the experiments and WLCG operations strive to improve all aspects of the Grid service. The demands of physics analysis, the appropriate balance between use of Tier-1 and Tier-2 resources, and the conflict between running stable services and upgrading them to bring in new functionality and fix bugs, will all require dedicated, skilled and enthusiastic staff. The GridPP Deployment and Grid Operations teams will be essential for doing much of the work and coordination of all the activities. The continuation of the human skill base built up during GridPP1 and GridPP2 is an essential ingredient in the success of this endeavour.
GridPP Deployment is the activity responsible for deploying, operating and supporting the UK particle physics Grid environment. These duties are performed as an integral part of the larger international Grid infrastructures, namely EGEE and LCG, and in coordination with the UK National Grid Service and Grid Ireland. The work has to be carefully coordinated with the management of the UK Tier-1 and Tier-2 centres, the system administrators at all sites, the middleware support experts and taking into account the requirements of the various experiment communities (Virtual Organisations).

The activities include:

· Resource and deployment planning and scheduling of upgrades.

· Installation and configuration of Grid middleware services.

· Support of Grid middleware services.

· Grid Operations.

· System manager support.

· Monitoring, accounting and auditing.

· Security (both operational and policy aspects).

· User support.

· Documentation.

· VO management and support.

· Contributing to wider EGEE and LCG operations.


This document describes some of the above aspects as they will be tackled in GridPP3; other important deployment activities are covered in the Middleware Support document (GridPP-PMB-86-Middleware).

The work of the GridPP Deployment Team (see below) has recently been identified as one of the big successes of the GridPP project during its first two phases. The team must continue its important work in GridPP3.

The GridPP Deployment Team Planning

The Deployment Team of GridPP2, led by the Production Manager, is responsible for discussing and resolving technical and coordination issues that span the Tier-1 and Regional Tier-2s. This core group of technical experts (http://www.gridpp.ac.uk/deployment/contact.html) meets weekly, either face to face or via video and/or phone conferences. The team includes not only the production manager and the four Tier-2 coordinators, but technical experts from each of the main areas of Grid services. These technical expert contributions are covered in more detail in the Middleware Support document (GridPP-PMB-86-Middleware).
In GridPP3 the Deployment Team will continue to provide a focal point for the deployment, support and optimization of the Grid middleware services, and for defining the direction of general operations. They will regularly review progress and address observed issues and problems. The team will be responsible for ensuring that the UK WLCG and GridPP deployment milestones and deliverables are met. In GridPP2 this led to sustained testing of the network infrastructure between the Tier-1 and Tier-2s and between Tier-2s, uncovering a number of areas that needed to be tackled to meet experiment expectations. During GridPP3 the project objectives will focus more on meeting site availability and throughput targets, and the team will play a major role in keeping UK sites on track.

In GridPP2 the team structure has been successful because it has allowed close coordination between higher management objectives and on-the-ground work. This has been enhanced by monthly meetings with all UK/Ireland site administrators and deployment experts which have kept everyone informed and allowed a good level of feedback to LCG/EGEE operations. The agendas and copies of all papers and presentations are located on the UKI area of the CERN web-based agenda system (http://agenda.cern.ch/displayLevel.php?fid=338). This same area is also used for meetings of the GridPP Deployment Board and the GridPP Storage Group.

The Deployment Team will work with the WLCG and EU Grid deployment teams to influence the definition of the deployment plans. 

The Production Manager (1.0 FTE)

As well as organizing and chairing the deployment and operations meetings and ensuring that overall progress is made by the deployment effort, the Production Manager will continue to have a number of wider responsibilities, which range from keeping the Project Management Board aware of progress and issues and representing UK/Ireland at international management meetings to talking with site administrators about specific problems being experienced and seeking expert help from outside of GridPP. The GridPP Production Manager is currently the secretary of the WLCG Grid Deployment Board and the deputy representative for the UK. This helps to ensure close collaboration between GridPP and WLCG deployment. The Production Manager will represent the interests of GridPP (and UK/Ireland) at many of the international workshops, conferences and user forums.

Some of the main activities of the Production Manager in GridPP3 will be:

· Review the status of sites ahead of weekly EU/USA/WLCG operations meetings.

· Maintain a knowledge of site administrator issues and concerns, and ensure that they are addressed.

· Arrange and chair weekly meetings of the Deployment Team and monthly UK & Ireland operations meetings.

· Ensure that the UK trouble ticketing / helpdesk system is working effectively, and follow up when issues are escalated.

· Attend PMB meetings as an ex-officio member and present weekly update reports.

· Develop and review deployment and operations metrics to ensure steady progress in all areas.

· Prepare deployment and operations material and metrics for review bodies and GridPP internal project management.

· Develop and maintain GridPP deployment plans.

· Represent the ROC and GridPP at international workshops and ROC manager meetings.

· Drive discussions on and contribute solutions for deployment and operations processes and procedures.

· Manage GridPP involvement of Tier-2s in WLCG service and experiment challenges.

· Attend User Board meetings to keep user representatives aware of progress and issues.

· Gather Tier-2 coordinator and Tier-2 quarterly reports.

· Stay abreast of WLCG Grid Deployment Board issues and ensure that UK input is received.

· Keep Tier-2 coordinators and site administrators up-to-date with wider developments of relevance to them.

· Provide requirements for monitoring and accounting tools.

· Where necessary represent the interests of the Tier-1 at WLCG meetings.

· Follow (and where possible contribute to or seek UK contributions to) technical discussions which have an impact on GridPP deployment and operations.

· Attend and submit papers to international conferences to ensure GridPP representation.

· Member of the UKI ROC management team.

· Ensure GridPP deployment web-pages and wiki remain relevant and up to date.

· Further understand and resolve problems which arise from the increasing analysis and data transfer work of the experiments.

The Tier-2 Coordinators (4.0 FTE)

Given the number and size of the GridPP sites it was recognised at an early stage that technical coordination is best done on a more local level across sites organised into regional Tier-2s. From this developed the need for individuals to coordinate the technical deployment activities for each Tier-2. The 4 Tier-2 regional centre coordinators, funded today in GridPP2 by EGEE-II, have established themselves as key members of the GridPP Deployment Team. Once EGEE-II ends it is very unlikely that future EU funding will be possible for this internal national coordination, but these posts will be essential for the efficient operation and support of the UK Grid. 

In GridPP3, the Tier-2 coordinators will continue to draw on their own experience and that developed by their sites and the central deployment team to help GridPP meet its commitments and to ensure that the experiment needs are met. They will ensure that each Tier-2 has planning to enable it to meet agreed targets, and work with the Tier-2 manager and sites to raise issues from their region. They will also follow up on trouble tickets within their region which are not dealt with promptly.  

In addition to active membership of the GridPP Deployment Team, the tasks of the Tier-2 Coordinators will include:

· Communicate with sites within their Tier-2 to understand and help resolve problems being experienced. Visit sites as and when necessary to aid this process.

· Act as a Tier-2 contact point for GridPP deployment experts.

· Act as the technical interface of their Tier-2 to WLCG, EU and wider Grid projects and perform operational duties defined and agreed with these projects, e.g. in User Support.

· Disseminate information to the Tier-2 sites as required to ensure that wider project changes, requirements and decisions are understood and acted upon where necessary.

· Raise issues to the GridPP Deployment Board (internal political and resource issues), the Deployment Team (for technical issues – for example with releases and configuration) and their respective Tier-2 management bodies.

· Monitor sites within their Tier-2 to ensure that optimal performance is achieved.

· Organise regular Tier-2 technical meetings (monthly phone conferences and quarterly face-to-face meetings).

· Provide quarterly reports in an agreed format to inform GridPP of deployment progress and activities within the Tier-2.

· Contribute to the development and maintenance of documentation and tools to be used to improve deployment and operations across GridPP.

· Participate in operational support activities, including responding to operations and user tickets.

· Stay abreast of technical developments and requirements in WLCG, EU and wider Grid projects where appropriate. 

· Inform sites of current priorities and help to provide focus for the work of the GridPP Tier-2 support posts.

· Provide input to GridPP deployment planning and feedback on project milestones and metrics.

· Proactively aid GridPP and WLCG in meeting the challenges associated with running a production quality Grid service for the LHC experiments and others.

Technical Documentation (0.5 FTE)

GridPP has employed a Documentation Officer since the middle of GridPP2, on the recommendation of the Oversight Committee that more effort should be invested in the production and maintenance of documentation and web pages. In just one year, this work has already achieved a significant improvement in the documentation within GridPP and has also helped to coordinate activities with EGEE and LCG.

Experience in GridPP2 has shown that a dedicated person is required to manage and maintain the structure and content of the user area of the GridPP web site. The knowledge and skills required for this work are different from those needed in coordinating technical documentation. For this reason, we propose to split the work in two separate half posts in GridPP3, with a documentation post at 0.5 FTE as part of the Outreach team. That post will be focussed on documentation for new users, and on the structure and content of the user area of the GridPP website, as described in the planning document on Outreach (GridPP-PMB-93-Outreach).

A second 0.5 FTE post dedicated to the coordination of technical documentation for GridPP will be part of the Deployment Team, continuing much of the existing GridPP2 role. The duties of this post will include:

· To initiate and lead technical documentation activities within GridPP.

· To be an ex-officio member of the PMB.

· To promote the use of the Grid by procuring the provision of technical documentation in response to the needs of UK Particle Physics Grid users and system administrators.

· To develop and deploy appropriate documentation tools.

· To review documentation written by other projects, to provide feedback and collaborate where possible.

· To liaise with Documentation and User Support activities in LCG and other Grid projects.

· To oversee the overall design of GridPP technical documentation and ensure that the content is up to date and relevant.

· To present developments at GridPP Collaboration meetings and elsewhere.

· To represent GridPP and its interests in wider documentation development within LCG and elsewhere.

· To ensure the timely release of documentation and inform GridPP of developments.

· To maintain up-to-date lists of the latest documentation, and guidance on how to find documentation for particular purposes.

· To ensure that the GridPP PMB and other management boards are fully aware of documentation issues and ongoing efforts elsewhere.

· To act on requests for help with technical documentation from all members of GridPP or external bodies.

· To establish and encourage participation in best practice in respect of technical documentation. 

Grid Operations Planning

In addition to the Deployment Team, but with close links to it, there is a Grid Operations Centre (GOC) team at the Rutherford Appleton Laboratory (RAL). Today this team of 5.5 FTE funded by EGEE is responsible for Grid operations monitoring, providing a trouble ticketing and resolution service for GridPP sites and users, and general support, development and maintenance of specific services such as accounting (APEL) and administration tools (the Grid Operations Centre Database, GOCDB). This team, together with some members of the Deployment Team, forms the core of the UK/Ireland Regional Operations Centre within the EGEE project. More information about some of the work of this group can be found on the Grid Operations and Monitoring web pages (see http://goc.grid-support.ac.uk/).

The GOC team will play an increasingly important role in GridPP3 in helping to monitor and maintain service levels and resource utilisation. Good progress has been made on many different fronts, all with the aim of improving the quality of the service. Many metrics have been developed by GridPP and/or WLCG/EGEE, and feedback from the results of these measurements is used to improve the service. The GOC team has played a core role in providing these metrics and the sensors required to generate the underlying data.
The current EGEE-funded GOC Team of 5.5 FTE have also developed tools which are vital to the operations and reporting of the EGEE and WLCG projects, and take shifts in the EGEE-wide Grid operations effort which monitors the status of all sites and raises trouble tickets with the relevant regional helpdesks. They also manage the handling of tickets raised against GridPP sites. 

By April 2008 the situation should have changed somewhat. EGEE II will have ended, and it is unlikely that such national support will be funded by any successor project. The integration with NGS will have progressed, and some tasks will have been taken over by a common UK e-Infrastructure. GridPP3 can rely on some tasks being done for it but will need to continue to fund (at the level of 2.5 FTE) tasks which are not part of the core e-Infrastructure but are vital to the successful operation of WLCG, both within the UK and as a UK contribution to the whole international project.
Monitoring of LCG operations in the UK (1 FTE)

The data flows and the expected high job load associated with LHC data taking will place stresses on the UK e-Infrastructure, particularly at sites running LHC work or storing data. In order to keep the work running smoothly and sites running efficiently to meet the availability requirements of the LHC physicists and the LCG MoU, the Grid needs to be monitored. This is unlikely to change during the first few years of LHC data-taking. Automated hardware monitoring at sites and automated raising of alarms will become commonplace, but the software/middleware/dataflow interactions will continue to be too complicated and unpredictable for automated diagnosis and repair. This task will likely be part of international teams doing similar things for all of WLCG, but GridPP cannot rely on other countries to ensure that the UK Grid runs smoothly.  This task will involve: 

a) The continuous development of tools (0.5 FTE):

· Continue development of tools to monitor the changing Grid services running on GridPP.

· Develop tools to raise alarms with sites when services fail.

· Work with operations staff to gather requirements for monitoring.

· Redesign GOCDB with a more formal database design.

· Develop web services interface to GOCDB.

· Work with partners in Taipei to design and implement a failover mechanism for GOCDB.

· Port GOCDB to Oracle to make use of better quality database features. 

· Evaluation of metrics to display and demonstrate how the GridPP is running. 

b) The operation of these tools  (0.5 FTE): 

· to alert the sites/experiments/developers/management about problems/issues/status. This will be part of a larger effort involving the Deployment Team and sites to resolve problems and optimize the use of GridPP resources.

Grid Accounting (1 FTE)

The UK, through the GOC, has taken the lead in defining and delivering accounting solutions for EGEE and WLCG, firstly for CPU usage and more recently for storage. This work has been in collaboration with INFN, OSG, the UK Core Programme, and GGF, and has established GridPP and the UK as leaders in production Grid accounting. This has been achieved by concentrating on delivering reports on production services and not on the theories of economic models and Grid economies. The data collection transport layer used in the APEL accounting system is R-GMA, so this work has been in collaboration with the R-GMA team. 

GridPP should fund this work to continue UK leadership in EGEE and WLCG. If we withdraw then more alternate effort will be required to deploy whatever solution takes its place. Continuing work is required because:

a) The sophistication of accounting required will continue to increase so ongoing development will be needed.

b) Like all middleware the accounting solutions will need to adopt web services and then Grid services standards. The former will probably have been achieved by the end of EGEE-II, but the latter will continue to change for some years to come.

The tasks to perform will be:

· Continue development of the CPU accounting in APEL to keep up with changing requirements as defined by WLCG Management Board, EGEE and other stakeholders.

· Maintain the sensors across evolution of local batch systems.

· Develop a solution for user-level accounting in APEL with suitable access control.

· Develop a mechanism to control access to accounting data to members of the VO.

· Expand the role of the central APEL repository to include data from other Grids that do not use the APEL sensors. Prime candidates are OSG, NorduGrid, and INFN.

· Provide a GGF RUS interface to the repository.

· Develop a schema and collection mechanism for storage accounting in conjunction with GridPP Storage Group.

International Coordination (0.5 FTE)

WLCG is a worldwide project running over multiple Grid infrastructures. The UK Grid is currently part of the EGEE infrastructure. If there is a European Grid Infrastructure organisation by 2008 then the UK will need to fund some coordination effort to interface to it. The EU typically funds at 50% or requires nationally-funded matching effort. As the biggest user of the UK e-Infrastructure and the one most dependent on international interworking it is proposed that GridPP3 funds the matching part of this work. This scenario assumes 1 FTE with funding shared between GridPP and the EU.

· The main task of this post will be the equivalent of the ROC Manager post in EGEE. Similar duties will be required with the successor EGI organisation. If there is no EGI or EGEE3 then the UK will have to put even more effort into international relations with OSG, NorduGrid, Naregi, etc. The same GridPP3 contribution is proposed, but effort will have to be found from other sources (JISC, DTI, HPC). 

Grid Operations Security Risk Management

GridPP2 is playing a leading international role in EGEE-II operations in the area of Grid services security vulnerability and risk analysis/management. This work is aimed at improving the security of the Grid middleware and ensuring that services are deployed in a manner whereby the Grid can continue to operate with few security incidents. This activity started because relatively little effort has been spent to date on the security hardening of Grid middleware and its deployment. 

This problem is being tackled by the recording of all security vulnerabilities, as they become known, in a problem-tracking database. An expert risk assessment team performs a rapid assessment of the risk to Grid operations in terms of the likelihood of exploitation and the impact should this happen. This analysis is used to set a date on which full public disclosure of the vulnerability will occur. As soon as this approach is agreed by EGEE management, the fact that a public announcement is imminent will encourage the middleware developers and deployment teams to act quickly to fix the security problem and to produce and test patches or workarounds in a timely fashion.

Persuading the EGEE project management to allow full public disclosure of known security vulnerabilities is a difficult task given the sensitivity of the balance between security and functionality and the long history of far too much emphasis on functionality. It is possible that the whole process of risk assessment and full disclosure will not be fully tuned and operational by the end of EGEE-II in March 2008 and even if it is, effort will still be needed to lead the ongoing activities of the team.

It is crucial that the GridPP, WLCG and EU Grids are kept operational and do not suffer from frequent security incidents. In recognition of this the planning for post-EGEE-II Grid infrastructure in the EU has already stated that this is an important activity that should continue. We argue that the continuation of this activity in GridPP3 is essential for the operational security of GridPP and WLCG. Without sufficient security the LHC production computing and analysis could suffer constant major interruptions. We cannot afford to let this happen. Given the leading role that GridPP has played in drawing attention to the need for this work and in creating and managing the task for EGEE and building on the skills already attained in this area, we intend to bid against future EU funding for this work, but GridPP3 funding will also be essential to provide the matching UK funds.

The tasks of the post (0.5 FTE funded by GridPP) will include:

· To lead and manage the activity on Grid security vulnerability risk analysis and management both in the GridPP and EU/LCG Grids.

· To report regularly to GridPP, WLCG and other Grid managements on the status and issues relating to security vulnerabilities.

· To coordinate with similar activities, if/when formed, in other national and international Grids.

· To advise and work with the Grid middleware development teams, deployment teams and operational security teams on improving security.

· To ensure that the Risk Analysis Team does its analyses in a timely manner.

· To encourage developers and deployers to produce timely fixes.

· To monitor the effectiveness of this approach in reducing security risks.

· To collaborate with others working on design and implementation security reviews, on security testing and controlled penetration testing, to ensure that the various approaches work well together.

User and System Manager Support

The Deployment Team, together with the Grid Operations Centre team, is responsible for the design, implementation and operation of the GridPP helpdesk procedures as part of the global activity in this area. GridPP will continue its work on documentation, including Web, Wiki and more traditional documents, to support both the users and the system administrators. The role of technical Documentation Officer as described above, created in GridPP2 to oversee the quality and completeness of documentation available, will be crucial to this activity in GridPP3.

As part of the support activity GridPP will organise and provide training sessions, seminars, and tutorials in the use of the Grid and its services. Regular meetings of all system administrators will be held as described above.

National and International Collaboration

GridPP will continue to collaborate with others in LCG, EGEE (or whatever follows on), NGS and Grid Ireland to continually improve and enhance deployment and operational procedures. Grid operations workshops, both national and international, will be organised and attended to help plan and coordinate activities. Continued strong links with the HEP experiments will be essential for deployment planning.

Interoperability and interoperation with other Grids will continue to be important, particularly as the particle physics VOs are global in scope and use resources from several Grids. Effort will be needed to continue work in this area via the Global Grid Forum and other appropriate bi-lateral activities.

Wherever possible, GridPP operations activities will be done collaboratively with the UK NGS with the aim of joint operations interlinked to Grid operations in Europe, with whatever sustainable Grid infrastructure succeeds the current EGEE-II project.

Summary

The GridPP Deployment Support effort required in each area is summarised in the table below, including profiling over the 3 years. The ongoing provision of this successful team will be essential to the effective operation of the Grid for LHC exploitation. Other Grid Deployment Team posts are covered in the Middleware Support document (GridPP-PMB-86-Middleware).
	Area
	Role
	FY08
	FY09
	FY10

	Grid Deployment
	Production Manager
	1.0
	1.0
	1.0

	
	Tier-2 Technical Coordinators (one for each of the 4 regional centres)
	4.0
	4.0
	4.0

	
	Technical Documentation
	0.5
	0.5
	0.5

	Grid Operations
	Monitoring of LCG operations in the UK
	1.0
	1.0
	1.0

	
	Grid Accounting
	1.0
	1.0
	1.0

	
	International Coordination
	0.5
	0.5
	0.5

	
	Security Risk Management
	0.5
	0.5
	0.5

	TOTALS
	
	8.5
	8.5
	8.5
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