
Proforma-2: Tier 2 Security Officer
1. Overview

The Security Officer post will provide expert support to GridPP Tier2 centres and institutes in matters of security, with particular attention to responding to security vulnerabilities and incidents. The duties will also include the negotiation of security policies and procedures acceptable to institutes, GridPP Tier 1 and Tier2 centres, the applications and Grids such as LCG, EGEE, US HEP and the UK core programme Grid.

This role will deal with security problems as they emerge. Based on GridPP1 and EDG experience, these are anticipated to be largely due to vulnerabilities discovered in non-grid, generic server and operating system software. Patches addressing these vulnerabilities are usually available within a day or so, and need to be deployed before attackers begin to exploit the problem.

There may be a very large amount of effort and disruption if a new deployment is suddenly forced by such a problem. When applied across all sites, this may involve thousands of hosts within GridPP alone.  Consequently, it is important to assess the importance and relevance of the vulnerability to the versions and configurations which are genuinely in use. For example, if an attack is only possible using features of generic software which are not used by Grid installations, then it may be sufficient in the short term to warn sites of the problem and the need to avoid using these features.

Conventional security incidents have also been experienced during the GridPP1 and EDG period, involving the theft of credentials (such as passwords) and their use to obtain access to other sites. The security officer will co-ordinate response to these incidents when they affect GridPP sites, and will work with local administrators, site security officers and Grid Operations Centres to understand the incident and limit its effects. 

To our knowledge, no security problems in grid middleware have been exploited to attack sites in GridPP or EDG testbeds. However, this is likely to become a problem as the number and prominence of Grid installations increases. As with generic vulnerabilities, responses will involve assessing the risk associated with identified vulnerabilities and advising sites on the best course of action.

The responses to these three classes of security problems all require the security officer to develop an understanding of the generic and Grid systems deployed at GridPP sites and the implications of comprises of individual subsystems.

As such, they will also develop expertise which is of use to sites in planning their security strategies, and which is of use to middleware developers when creating a security design and understanding how their components fit into a complete site’s installation. The security officer will make some of this information available via quarterly reporting, and be available to consult with administrators and developers in detail to help advance the wider deployments and developments in GridPP.

Due to the short timescales associated with responding to incidents, it is vital that the responsibilities are well defined, and the security officer will ensure that it is always clear which individual to contact when an incident takes place.
The Security Officer will also have a role in co-ordinating security policies and procedures between GridPP, LCG, EGEE, US HEP and the Tier-2/Tier-1 sites where necessary, and where possible will represent the requirements of GridPP sites in the wider LCG, EGEE and other Grid contexts.

Other possible tasks could include advice on firewall configuration for secure Grid operation, the investigation and deployment of Grid intrusion detection and monitoring tools, the investigation, development and deployment of Grid service security analysis tools and the introduction of new security technologies such as SmartCards. The definition of these tasks will depend on activities in other projects, such as LCG and EGEE, and will be carried out in collaboration with the GridPP2 security middleware activities.

2. Deliverables 

2.1 Regular output
Much of the work will be of a continuous nature, consisting of the regular, e.g. daily, investigation of new security vulnerabilities and regular contact with Tier 1 and Tier 2 administrators, site and other Grid security officers and is therefore difficult to express in timed deliverables. 

The post holder will deliver quarterly reports to the Tier2 centre managements and to GridPP. These will describe the work undertaken that quarter, with particular attention to the incidents and vulnerabilities dealt with, and with pointers to more information. As well as part of the effective management of the posts, this will be of significant use to middleware developers and deployment staff in assessing the security issues arising from a large scale Grid deployment.
2.2 Deliverables
D1
Produce and negotiate the agreement of an Incident Response Procedure (M3)
D2
Perform a Security Risk Analysis in collaboration with the Tier 2 managements to guide future activities (M6)

D3
Produce and negotiate the agreement of a GridPP Security Policy and associated rules (M6)

D4
Produce an agreed firewall guide for GridPP (M9)

D5
Prepare the first annual summary of GridPP security incidents, issues and policy (M12)

D6
Investigate the feasibility of a Grid Intrusion Monitoring and Detection service and implement if appropriate (M15)

D7
Organise a GridPP security operations workshop (M18)

D8
Prepare the second annual summary of GridPP security incidents, issues and policy (M24)

D9
Prepare the final summary of GridPP security incidents, issues and policy (M36)



























































































































































